OIIEPATUBHMU IIVIAH PEAJIM3ALIM]E IIPEJAMETA

Cryaujcku nporpam: CABPEMEHE PAYYHAPCKE TEXHOJIOTHJE

Hacraeuu npeamet: MPEXKHU CEPBUCH

IlpegaBama - TEOPUjCKA HACTaBa

PauyyHapcke Bex6e

IlpakTU4He BexKoe

Hepem
a CZT Tema caTtu Tema caTu Tema
3Ha4aj MpeXXHHUX CepBHUCa .
YnosHaBame ca alJIMKalyjaMa v aJlaTuMa
Bpcte MpesiHux ceparca [IprMepy npakTUYHE peav3aLyje KJIUjeHT- 3a CUMyJIaliyjy MpeXXHHUX CepBUCa
L. 2 | ApxuTeKTypa MpeXHHUX cepBHUCa 1 p pu 1ip P HH) ) 1 ¥ )y P P
cepBep MPEXHOT cepBuca e Packet Tracer
e P2P mogen
. e GNS3
® KJUjeHT cepBep MoJjel
K
I 2 OH?)HFI%’K;L;HOHH MpEHH cepaict 1 [Ipumepu npuMene RARP, BOOTP mpexHor 1 Kpeupamwe mpexxHe UHOpPaCTPyKType U
) e BOOTP cepBuca y MPeXXHHM TOIIOJIOTHjaMa. noJiellaBalbe KOHPUIypalMoHOT cepBrca
[Ipumepu npumeHe u 3amrtute DHCP .
KoHdurypanoHu MpexHU CepBUCH : AHanuza caobpahaja KoHPUIrypaLMoHOT
II1. 2 1 |MpeXHOT cepBHUCay MpPEeXHHUM TonoJjiordjama | 1
e DHCP MpEeXHOT cepBHCca
Ca OCBPTOM Ha peiyJATHOCT CEpBUCA
Mpe:xHU cepBHUC 3a pa3pellaBame uMeHa y [P
aZipece, CTpyKTypa JOMeHCKOT cTabJ1a,
WTEpPAaTHUBHU U PEKYP3UBHU yIIUTH [lpaKTUHH NPUMEpH Cliarsa ynuTa ka DNS Kondurypauuja DNS MmpexxHor cepBuca y
IV. 2 . 1 |cepBepy ynotpe6om NSLOOKUP anarta ca 1 .
e HOSTS dajn i MpEXHOj UHPPACTPYyKTYpHU
OCBpPTOM Ha JIaTeHLUjY
e WINS
e DNS
DNS zanucu
e A3anmuc
e NS 3zanuc A 6pahaia DNS
V. 2 e SOA 3anwuc 1 |IlpakTu4yHU npuMepH Kpeupawa DNS 3anuca| 1 HasmMsa caobpatiaja MpEHOT
cepBuca
e MXzanuc
e CNAME 3anuc
e PTR 3anuc
Cepauc 3a HPUCTYT TEKCTYSIIHOM 1 Koudurypauuja WEB cepBepa y MpexHOj
VI MyJITUME/IMjaJTHOM CafpKajy Ha Internet-y [IpakTUYHU NpHUMepH 06pajie KOHTPOJIHUX HH(PACTPYKTYDH 1 MHTerpanuja ca DNS
) e WWW napaMmeTtapa HTTP npoTokosia PacTPyKTyp panyj
CEepBUCOM
e Web Proxy
VIL 2 | 1. KOJIOKBUjyM 1 |1.K0JIOKBHjyM 1 |1.KO0JIOKBHjyM




CepBucC 3a c/1akbe eJIeKTPOHCKE MOLUITEe Ha
Internet-y ca ocBpTOM Ha POTOKOJIE

[IpuMepu o6pajie KOHTPOHUX TapaMeTapa

Koudurypanuja MAIL cepBepa y MpexHO]

VIIL. e SMTP SMTP npoTokona UHOPACTPYKTYPU U UHTerpaiyja ca
e POP3 [IPeTX0HUM CepBUCHMaA
e |MAP
CepBucH 3a pasMeHy JaTOTeKa y
payyHapCKHUM MpexaMma [IpakTrunu npumepu npumene FTP u TFTP Koudurypauuja FTP 1 TFTP cepsepay
IX. e FTP MpEeXHOTI' CepBHCa 3a Ipey3uMakbe U YyBambe MpeNHO] MHGPACTPYKTYPH
e TFTP nojaTaka p J PacTpyKTypH.
e FTPS
Cepsuc 3a mpeBobheme IP aapeca ,
e JluHamuyku NAT [IpakTruHu npumepu npumeHe NAT Kongurypauuja NAT pyrepa 3a npuctym
X. WEB cepBepy y Mpexu ca npuBaTHOM [P
e (Cratuuku NAT MPEXHOT cepBHUca Ha Internet-y
aJipecoM
e PAT
CepBHc 3a HAAT/IEatbe MpeXHe [IpakTUYHU IpUMeEPU HaJJie[alkba MpexKHe Koudurypauuja SYSLOG cepBepay
MHQpPaCTPYKType ca OCBPTOM Ha NPOTOKOJIe . .
XL e SNMP MH}paCcTPyKType Koja cafpxu Gapmy MpexHOj UHQPACTPYKTYpH U Ipahemwe
cepBepa ¥ aKTUBHe MpeXHe ypehaje JIOTOBA Ca aKTUBHUX MpeXHHUX ypebhaja
e SYSLOG
CepBucC 3a ayTOMaTCKy CUXpPOHU3ALU]jy : : Kongurypauuja pyrepa kao rpHMapHor
[Ipumepu cuxponusayuyje ca jaBHuM NTP NTP cepBepa u cuxpoHusaluja BpeMeHa ca
XII. Ta4YHOTI BpeMeHa )
e NTP cepBeprMa Ha UHTepHeTy OCTaJIUM aKTHBHUM MpeXHUM ypehajuma y
TOIIOJIOTH)H
CepBuc 3a yia/beHU NIPUCTYTI [Ipumepu 6e36eHOT U HeGe36eJHOT Yna/eeHu IPUCTYN pyTepy U CBUYY ca
XIIL e TELNET MPUCTyNA yAa/beHOM ypehajy npahemem KJIUjeHTCKUX payyHapa Koju ce Hajlase y
e SSH caobpahaja y WireShark-y. HCTOj WU pa3anduToj [P Mpexu
[IpuMepu ycrocTaB/bama 6e36e/He
CepBucH 3a 3alUTUTY KOMYHUKaLyje y KOHeKIHje Kondurypanuja Gesbenne VPN KoHexije
payyHapCKUM MpexaMa e poBepa UJEHTUTETa KOPUCHHUKA .
XIV. u3Mebhy Ba pyTepa Koju ce Haja3e Ha
e SSL e [poBepa MHTErpUTeTa NoJaTakKa .
yAa/beHUM JIOKalyjaMa
e VPN e 3alITMTA [I0AATaKa a/ITOPUTMHUMA 33
mudpUpame nojaTaka
XV. 2. KOJIOKBHjYM 2. KOJIOKBHjYM 2. KOJIOKBHjYM




