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EMAIL PROTOKOLI

E-mail zahteva dva protokola:

Simple Mail Transfer Protocol (SMTP): Koristi se da posalje email poruku i
prilog (attachments).

Post Office Protocol (POP) ili Internet Message Access Protocol
(IMAP): Koristi se za primanje email poruka sa email servera.

Mail User Agent

o,

Client

POP Protocol

SMTP/POP3
Server
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SMTP(Simple Mail Transfer Protocol)

Email serveri medusobno komuniciraju
koristeci Simple Mail Transfer Protocol
(SMTP) za slanje e-mailova.

SMTP koristi TCP port 25.

SMTP protokol transportuje e-mail poruke
u ASCII formatu koristeéi TCP.

SMTP koristi Multipurpose Internet
Mail Extensions (MIME) standard za
slanje ne-ASCII fajlova.

POP ili IMAP se koriste od strane MUA
(Mail User Agent) klijenta za privlacenje
(download) e-mail poruka sa e-mail
servera.

POP koristi TCP port 110.
IMAP uses TCP port 143.
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EMAIL PROTOKOLI

Milim te pos’ rezlutate

User agent Mail server Mail server User agent

POP3
IMAP

KOMPONENTE E-MAIL SERVISA
User agent
Omogucava korisniku da procita, odgovori, napise, prosledi, snimi,... mail poruke
GUI user agenti: Outlook, Eudora, Messenger

Tekst user agenti: mail, pine, elm
Mail server: Cuva korisnicki mail box, komunicira sa lokalnim user agentom i drugim mail serverom.

SMTP: protokol na aplikativnom nivou zaduzen za slanje mail poruka preko TCP-a
Mail access protokoli: POP3, IMAP, HTTP
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EMAIL PROTOKOLI

User agent Mail server Mail server User agent

POP3
ﬁ IMAP

RFC 2821

Prosleduje poruke od mail servera posiljaoca do mail servera primaoca
Push protokol, nije pull protokol

Push (od klijenta ka serveru ili od servera ka serveru) - SMTP

Pull (od servera ka klijentu) - POP3, IMAP, HTTP
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EMAIL PROTOKOLI
=

POP3 protokol

PC Terminal SEETWERIEE IR Mail Server
ka klijentu = y

Email

Client .k '
I | | MAIL BOX

Post Office Protocol

RFC 1939 Problem

Ogranicena funkcionalnost Da bi ste ¢itali mail-ove sa drugih
koristi TCP port 110 racunara morate kopiju poruke ostaviti
Download-and-delete mode na serveru

Dovlaci poruke sa servera i ¢uva ih lokalno Ne obezbeduje moguénost za

Brige poruke na serveru kor}lsn1ka da kreira remote folder na
Download-and-keep mode mail serverd

Ostavlja poruku na serveru kada ih prosledi klijentu.




EMAIL SERVIS

EMAIL PROTOKOLI

username  SF—-
password

IMAP protokol
PC Terminal SEETWEIEE R Mail Server
ka klijentu = y

Email

Client S '
) | | MAIL BOX
= — —— |

RFC 2060

Mail se ne skida vec se Cuva i Cita sa mail servera
Primljen email je povezan sa korisnikovim INBOX-om
Korisnik moze da kreira i upravlja remote folderima
Korisnik moze da privuce samo deo emaila:

Header poruke: Naziv
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Protokol za prijem elektronske poste od
servera do lokalnog klijenta

Koristi TCP port 143

Poslednja verzija IMAP4rev1 definisana je
dokumentom RFC 3501

Funkcije IMAP protokola

 Proveravanje novih poruka

*Trajno brisanje poruka sa servera
« Kreiranje i brisanje postanskih sanducica

 PodeSavanje zastavica za stanje poruke
(neprocCitana, procitana, hitna,
odgovorena, nova, obrisana i status
formiranja poruke)

- Citanje atributa poruka (veli¢ina,
struktura, zaglavlje i telo poruke)

Klijent odlucuje
gde da ¢uva
poruke. Da li da
ih kopira
lokalno ili da ih
cuva na serveru

Sa razlic¢itih ra¢unara
moze da se pristupi
preko istog naloga

Klijent moze da
komunicira sa
viSe razlicitih
IMAP servera

IMAP Client
S

folders
Klijent ima punu
kontrolu nad svojim
mail folderom na
mail serveru




EMAIL SERVIS
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Ognjenov racunar na poslu

j‘ Ognjenov kuc¢ni racunar jl

IMAP link

IMAP link

Dolazni/
Odlazni emails

Ognjenov
inbox

Mail server (SMTP/IMAP)



UPOREDNE KARAKTERISTIKE

POP3 protokol podrazumeva da je samo
jedan klijent povezan sa postanskim
sanducetom.

Korisnik koji koristi POP3 odmah prima
poruke u celosti: zaglavlje i telo poruke, sa
svim pridruZzenim datotekama.

Klijent nema mogucnost da u toku
primanja poruke odluci da istu ne primi do

kraja, niti moze da spreci njen prijem.

Dobra strana POP3 protokola je Sto
omogucava da kada jednom primi poruke,
rad nastavi lokalno.

Mana je da se poruke na serveru posle
odrednog vremena obicno brisu, tako da
klijent raspolaze samo sa svojom lokalnom
kopijom poruka.

O

IMAP protokol dozvoljava istovremeno
povezivanje sa vise lokacija na isto sanduce.

IMAP podarazumeva Cuvanje i rad sa porukama
na serveru, mada istovremeno mogu da se
Cuvaju i lokalne kopije kod klijenta

Klijent prvo prima samo zaglavlja poruka, dok je
istovremeno omogucena pretraga po kljucnim
reCima celog sadrZaja poruka na serveru.

Korisnik za svaku poruku pojedinacno moze da
odluci da li Zeli da je primi u celosti ili Zeli da je
obriSe, pre nego Sto se ona u celosti stigne do
klijenta.

Kriptuje lozinku koja se koristi za autentifikaciju

Negativna strana ovog protokola je Sto zahteva
da korisnik ima otvorenu vezu sa serverom, sve
dok se ne zavrsi pregled i/ili prijem svih poruka.
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EMAIL PROTOKOLI

Web-based email (HTTP)
Prvi put je uveden od strane Hotmail-a sredinom1990

Komunikacija sa udaljenim mailbox-om odvija se preko HTTP-a

HTTP se koristi da prebaci (push) poruku (od kiljent ka serveru) i da privuce (pull)
poruku (server to client)
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MTA (Mail Transfer Agent)

prima email sa klijentskog
email softvera MUA

prosleduje email ka
odredisSnom email serveru

koristi SMTP da rutira email
izmedu mail servera

O

EMAIL PROTOKOLI

E-mail Server - MDA

Mail User Agent
(MUA)

‘”Eﬂt

Mail User Agent Sender
(MUA) Send E-mail

SMTP
Client

Recipient

Forward E-mail Mail Transfer Age

POP SMTP (MTA)
Deliver E-mail

Mail Delivery Agent
(MDA)

P is used to forward e-mail.  Mail Transfer Agent
? is used to deliver e-mail. (MTA)



NACIN RADA EMAIL SERVISA

E-mail Server E-mail Server
Bob’s ISP Mary’s ISP

Bob’s Laptop Mary’s iMac

A= =

Sender's Qutbox | >| Recipient's Inbox -|
I

& = &

Sender's Mail Client Recipient’s Mail Client

g
Sender's Mail Server < Spam & ™ Recipient’s Mail Server(s)
(MTA) . Virus = (MTA)

e e : . ~ Blockers

SRS |[5K| (B 2 T gy <<

e B
(] o
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MUA (Mail User Agent)
Email klijent softver.

MTA (Mail Transfer Agent)

O

EMAIL PROTOKOLI

E-mail Server - MDA

Mail User Agent

Softver koristi SMTP koji upravlja P
transferom email-ova izmedu mail gnem

Servera.

Mail User Agent Sender
(MUA) Send E-mail

Ukljucuje UNIX sendmail, Microsoft Qnem TP
Exchange Server, Postfix i Exim -

MDA (Mail Delivery Agent) Formard E-mail Mail Transfer Agent

POP (MTA)

Softver upravlja transferom email- Detver Email
ova izmedu servera i klijenta.
Na Unix sistemima procmail i Mail Dolery Agent

(MDA)

maildrop su najpopularniji MDA SMTP is used to forward e-mail,  Mail Transfor Agent

agenti.

POP is used to deliver e-mail. (MTA)
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KOMPONENTE EMAIL SERVISA

ZADATAK:
Pokazati na desnoj slici gde se
nalazi prikazana komponenta E.mail Servor - DA

Mail User Agent

Radna stanica posiljaoca )

SMTP Server | &

Mail User Agent Sender

Email message storage poile o
Radna stanica primaoca Q”em

ZADATAK:
Da li poruka direktno stize do radne
stanice primaoca?

Ne, poruka stize do Mailbox-a
korisnika na mail serveru a mail SMTP Is used to forward e-mall.  Mal Transror Agent
SOftver na n_]egovom ra(\funaru Je POP is used to deliver e-mail. (MTA)
privlaci do racunara
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KOMPONENTE EMAIL SERVISA

ZADATAK:

Opisati komunikaciju na osnovu slike
sa desne strane ukoliko dusan
stefanovic Zeli da posalje email
ognjenu ilicu

Posto odrediSna email adresa
pripada istom domenu kao i
izvoriSna email adresa, rec je o
lokalnom rutiranju tj. email poruka
se prosleduje istom email serveru
na kome i izvor ima svoj Mail box,
samo u Mailbox korisnika kome je
poruka namenjena

ZADATAK:
Opisati komunikaciju izmedu dejana
ilica i ane savic

mail.yahoo.com

mail.vtsnis.edu.rs .

ma\; ognjen.ilic@gmaiLom

gyfa.savic@yasQ.com
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Local part @

\ )
|

adresa korisnickog mailbox-a
User Mailbox Id

\

O

EMAIL ADRESA

[

Naziv domena kome pripada korisnicki mailbox
Odreduje naziv i IP adresu Mail servera

)

f

\

DUSAN.STEFANOVIC@VTSNIS.EDU.RS
]

\ }

|

|

User Mailbox Id:DUSAN.STEFANOVIC

HOST 1D:212.1.45.123
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SMTP KOMANDE I ODGOVORI

Commands

Responses

SMTP KOMANDE

svaki SMTP HELO cs.sdsu.edu ! Klijent se identifikuje, prijemnik takode Salje nazad svoj domen

server mora MAIL FROM: marko@cs.sdsu.edu Inicijalizacija email transakcije

da podrii RCPT TO: masc0860@rohan.sdsu.edu [RUICIEIrEEEREhRslgiSulllc moguce je navesti viSe prijemnika
ove DATA text CRLF . CRLF Text je poruka koju Zelimo da poSaljemo

komande QUIT Trazimo da prijemnik posalje OK i zatvori konekciju

RSET Trazimo da prijemnik posalje OK i zatvori konekciju
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SMTP RESPONSES

System Status
Help poruka

Servis spreman

Servis se zatvara transmisioni kanal

Zahtevana komanda izvr$ena

Korisnik nije u lokalu,poruka se prosleduje

Servis nije dostupan

Mailbox nije
dostupan

Komanda prekinuta,
lokalna greska

Komanda prekinuta,
nedovoljno prostora
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PREDNOSTI UPOTREBE E-MAILA NEDOSTACI UPOTREBE E-MAILA

Brzina, Presretanje

Cena, Spamovanije

Pouzdanost, Nema odgovora od prijemnika
Globalna komunikacija, Falsifikovanje

Sveobuhvatnost (komunikacija nije Upotreba Email servisa u komunikaciji medu
limitirana samo na tekst, ukljucuje Korsnicimana lntemeny

graficke elemente i programe)
Upotreba Email servisa u komunikaciji medu

korisnicima na Internetu

& Email 35%
“ FaceBook 10%
“ MySpace 6%
“digg 7%
“ del.icio.us 4%
“ Reddit 4%
“ StumbleUpon 4%
“ Technorati 3%

- Windows Live 3%
“ Google Bookmarks 3%
“ Other 19%

Qe
1999 2000 2001

source: Forrester Research
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KOMPONENTE EMAIL SERVISA

Email client — softver / program cija je osnovna funkcija da prenosi elektronsku
postu sa lokalnog racunara na lokalni e-mail server

Email server — softver/program koji Salje/prima elektronsku postu ka i od drugih
mail servera.

Mailbox — Elektronski mailbox je prostor na disku (disk file) na kome se Cuvaju
email poruke.
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GUI EMAIL KLIJENT SOFTVER

d e

File Edit View Go Message Tools Help

N BB § o X & s e

4 v > .| & & . [0 subject or Sender
Write Address Book | Reply Reply All Forward | Tag Delete Junk Print | Back Forward

& Inbox - Microsoft Outiook

 Flle Edit View Go Jools Adions Help
DniNew + @03 X CuReply C@RepytoAl (Forward S5 W L fsendReceive v [ ) SeorchAddiessBocks

Type a question

v

v/t & 0 Subject

ad Travel Destination Alert: Paris

K Travel Destination Alert: Paris

. Travel Destination Alert: Paris

. Travel Destination Alert: Paris

. + Re: Replacement power supply for HP 2545
L4 Test

&4 Sender 4 Date

* Yahoo! Alerts 4/13/2007 2:47 PM
* Yahoo! Alerts 4/5/2007 2:46 PM

* Yahoo! Alerts 3/28/2007 2:46 PM
* Yahoo! Alerts 3/21/2007 3:08 PM

* George Starcher 2/1/2007 5:58 PM

* Paul Thurrott 1/31/2007 11:08 PM

-m

Mail «

3 Inbox @

Favorite Folders
{nbox
[y sentItems

[eoren b P]*

Amanged By: Date Newest on top

Mail Folders

=) Today

¥, Microsoft Beta

Welcome to Thunderbird!

Mozilla's is

—_—
————

Experience the difference. Thunderbird is developed and supported by Mozille, a global
community working together to make the Internet a better place for everyone.

For frequently asked questions, tips and general help, visit Thunderbird Help Center.

For product visitthe Home Page.

3 All Mail Rems -
&5 Malibox - Scott Bishop

(3 Access Data Collect
(3 Budgetitems

% 3 Newsletters
(3 Personal

(3 Sales data
(3 Team events
Ll InfoPath Forms

Managed Folders
(3 SentItems

2§ Search Folders
2§ Internet Calendars

i Michiel Wories

Sales Presentation
it
4 Mark Hassal
maketng material
(3 Roan Kang
toam event

L57TPM o
4 00

I Liz Keyser 103 PM
new color table e
(-4 Dennis Bye
Group meeting thi
i Josh Edwards
RE: mesfing agenda
(3 Guy Gibert 10:42 AM
RE: Please raview budget
4 Jeff Smith 9:11AM
RE: meeting agenda
i Comelia Weiler 9:09 AM

Ploass review budget

=) Yesterday

Unread: 0 Total: 12

3 Buke Fewel

Latest sales data
(4 Chvis Gray

Website update
3 LizKeyser

RE: meoling agenda
S Mike Nash

meeting agenda

Thu 9:53 M
@

=]

RE: Update on sales data?
@ Jessica Arnold

To-Do Bar
February 2007

Sale

23 3

Fri 2416/2007 2:04 PM
To @ Scott Bishop

4568
1u 1213

A Message | @) salesdatads (43 KB)

Sure, no problem. I've sttached the latest
figuresforyouto review. Let me know if you
have any questions.

Thanks,
Jessica

From: Scott Bishop

Sent: Friday, February 9, 2007 2:00 PM
To: Jessica Armold

Subject: Update on sales data?

Hi Jessica,

Thanks for your presentation at our last team
meeting. | remember you mentioned that you
would have an update on the sales data this
week so | wanted to follow up with you to see
if you could you send it to me so | can share it
withmy team.

Thanks,
Scott

18 19 20 2
25 26 27 2

Finalize project details
4:00 PM - 5:00 PM
Conf Room 5; Don Hall

Amanged By: Due Date. ~ | ~

2 pick up fiow... @ ¥
=) ¥ Tomorow

2 schedule me.. @Y
3 veATforoffi..
=\ Next week

i Screenshotr.
o Apotitical Mi...  \

v -

£3 Online with Microsoft Exchange
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UNIX TEKST EMAIL KLIJENT SOFTVER

=101

FINE 4,20 MAIN MEMU Folder: INBOX Mo Hessages

-

Get help uzing Fine
020122 and =
FOLDER LIST - Select a folder ORF news group to view
ADDRESS BOOK Update ads

SETUP - Configure Pine Options

L the Pine program

PIME iz a trademark of the Univ y of Washington,

+
F
F
F
F
F

-+

-+

-+
+
F
+

-+

-
+
+
+
+

-+
F

1 ult !Ijlelp . ﬁ g Note
:luit dillel wilndel s:Save miMail rife 1Group  7iHelp I OTHER CHDS 8 [ListFldrs] § Ne B
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EMAIL SERVER SOFTVER

& 2013

SendMail E&m?hange Server
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EMAIL SERVER SOFTVER EMAIL KLIJENT SOFTVER
MARKET SHARE MARKET SHARE

o BaMTACUdS: 2.8%
... Gisco30%
e CONCENtTiC HoSting: 4,5%
e EXIM: 5.0%

. .. 3

o MXLogic: 6.0%

R eceiinIOROR Excriangec. 7.0%
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ELEMENTI EMAIL PORUKE

RE: Projektovanje pomocu racunara

Zag IaVIJe dusan.stefanovic@itcentar.rs

Sent: uto 12.8.2014 18:43
To: "Wajkan Zlatkovic'

Dragi kolega,

U skoli bicu 18.08, mozete tada ukoliko zelite da dodjete na konsultacije. Semu ne mogu da
Tekst Vam posaljem jer ih imam samo u stampanom formatu. Mozete se obratiti Milosu Pericu koji

je administrator u VTS i svakog dana je u skoli do 13h oko instalacije programa. Njegov mail je
milosperic/@vahoo.com

Pozdrav

Srdafan pozdrav

dr DuSan Stefanovic, dipl.inZ.el.
H MCP, CCMA, CCNA Security, CCNP

Slgnatu ra Visoka Tehnicka Skola NiZ

Aleksandra Medvedeva 28

18688 Nid

www.vtsnis.edu.rs

From: Vojkan Zlatkovic [mailto:vejkanzlatkovic@gmail.com]
Sent: Tuesday, August 12, 2014 4:42 PM

Zag IaVIje To: dusan.stefanovic@vtsnis.edu.rs

Subject: Projektovanje pomocu racunara
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ELEMENTI EMAIL PORUKE

:_—:"| Message | Insert Options Format Text Developer

B, i [ EE ) (8 @

54 Copy
|B o UHG‘_J,?' A ||: = :||-‘e§ ;El Address Check

J Format Painter
Clipboard f4

Paste

Basic Text {F] Mames

Book MNames

E‘& Permission =

4

Spelling
I Low Importance 5

IN=R= N B S ¢

Attach Attach Business Calendar Signature | Follow
File tem Card~ = Up~

Include

'! High Importance

Ciptions G | Proofing

[ T0..: ]I_ir:ﬁ_:_@_-tsnis.edu.rs

‘i_l

send [ Ec. ] |slavimir.stcsmric@'vtsnis.edu.rs

[Al:l:uunt'] [ Bec... ] |dejan.blagojevic@vtsnis.rs

Subject |

Kada Zelita da viSe osoba odjednom primi isto pismo, tada koristite polje Cc.

Cc je skracenica od engleskog Carbon copy Sto znadi kopija.
U ovom polju unesete e-mail adrese svih primalaca ovog pisma, s tim da ih razdvajate

znakom

Tako poslato pismo ¢e dobiti svi navedeni primaoci odjednom i pri tome e svaki od njih modi

da vidi ko je sve jos dobio to pismo.

Ukoliko Zelite da neke ili sve od osoba kojima Saljete pismo ne vide ko ga je joS dobio, njihove

adrese unesite u polje Bcc (Blind Carbon Copy).
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IMAP KON EKCIJA

ChangeE —Mail ACCOUNT = & E—— — . W W . —

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

da sidobr
User Information Test Account Settings

‘Your Name: dusan. stefanovic @itcentar.rs .Aﬂ:er ﬁﬂlng out the information on this screen, we

e d you test your account by dicking the Bm da ti fin
E-mail Address: dusan.stefanovic @itcentar.rs butbon below. {Requires network connection) esuje me
Server Information ‘fugujes?

Account Type:

Incoming mail server: |host25.dwhost.net y

Outgoing mail server (SMTP): |host25.dwhost.net Folders | Qutgoing Server | Connection | Advanced |

Logon Information Server Port Numbers

User Name: dusan.stefanovic@itcentar.rs Incoming server {IMAF): | | Use Defaults
Password: TR Use the following type of encrypted connection: | S50 El
Remember password Qutgeing server (SMTP): 465

|| Require logon using Secure Password Authentication (SPA) Use the following type of encrypted connection: | S5L El

User Information Test Account Settings

Your Name: |Dusan Stefanovic After filing out the information on this screen, we
recommend you test your account by clicking the
E-mail Address: |test@rs button below. (Requires network connection)

Server Information

Account Type: | POP3

Incoming mail server: |itcen13r.rs

Outgoing mail server (SMTP): |itcentar.rs

Logon Information Server Port Numbers

User Name: |dusan.sheﬁnovic@ihcen13r.rs| Incoming server (POP3): J LBEDGM‘S

Password: |:=r-n=z=r-=n | [ This server requires an encrypbed connection (S5L)

e e Qutgoing server (SMTF): 587

Use the followi f ted ction: |Mone
[~| Require logon using Secure Password Authentication (SPA) Sedheolowma bipesof enapiet comecin lz‘
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Protokol za prenos podataka koji nisu tekstualni preko Interneta.
ProSiruje standardne funkcionalnosti emaila

Obi¢no se ne-ASCII podaci prebacuju u ASCII kod za prenos, a zatim se na
prijemu ponovo prebacuju u originalni format.

Omogucava automatsko slanje objekta koji nisu tekst u email poruci.

MIME se obic¢no povezuje sa multimedijom, kao sto su slike, audio zapis i filmovi.

MIME Encoding Algoritmi

MIME koristi algoritam za prebacivanje binarnih podataka u ASCII karaktere tj.
tekst.

MIME koristi jedan od dva encoding algoritma, Quoted-Printable ili BASE64.
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__________________________________________________________________________________________ @

NAJCESCI MIME TIP ZAPISA

MIME types odreduju tip dokumenta.Web server koristi MIME types da bi saopstio
browserima koji tip dokumenta server Salje. Za fajlove, server odreduje MIME type
na osnovu ekstenzije fajla (na primer .html, ili .gif).

Type

Subtype

Description

File extensions

Application

postscript
text

Printable postscript document
TEX document

.€ps, .ps
ex

Audio

midi
realaudio
wav

Musical Instrument Digital Interface
Progressive Networks sound
Microsoft sound

.midi, .mid
.ra, .ram
wav

Image

gif
Jreg
png

Grapical Interchange Format
Joint Photographic Experts Group
Portable Network Graphics

gif
Jpeg, .jpg, .jpe
.png

vrml

Virtual Reality Modeling Language

wrl

html
plain

Hypertext Markup Language
Unformatted text

.html, .htm
txt

avi

mpeg
quicktime

Microsoft audio video interleaved
Moving Picture Experts Group
Apple QuickTime movie

avi

.mpeg, .mpg
.qt, .mov

applications msword
application/ octet-stream
application/ pdf
application/ x-javascript
application/x-shockwave-flash
application/zip
application/ vnd.wap.wmlc
audio/ midi

audio/mpeg

image/ gif

image/jpeg

image/png
image/vnd.wap.wbmp
madelf wrml

texticss

textshtml

text xml

textsvnd wap.wml
textsvnd wap wmlscript

video/mpeg

Associated Extensions
doc

bin dms lha izh exe class
pdf

is

swf

zip

winlc

mid midi kar

rrpga mp2 rmp3

aif

ipegipgipe

png

whrmp

wirl wvrml

css

html htm

xml

wiml

wimls
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