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OSOBINE DHCP SERVISA

DHCP (Dynamic Host Configuration Protocol) je
protokol za dinamicku konfiguraciju mreznih e
parametara na mreznim uredajima c¥c I

" Obtain an IP address sutomaticaly

v . S e NV )
Mrezni parametri koji ukljucuju IP adresu, = rew ot

Subnet mask: |2552552550

Podmreznu Masku (Subnet Mask), ==
Podrazumevani mrezni prolaz (Default ] e e
Gateway) i DNS IP adrese mreznom uredaju se - g—
mogu zadati staticki (ru¢no) ili dinamicki(preko 1 T o

DHCP-a)

RU(VZNA KONFIGURACIJA
MREZNIH PARAM ETARA

DinamiCko zadavanje mreznih parametara: & |-

You can get IP settings assigned a tumahmlly Fy network supports

s capabiity, Otheraise, you need to ask your notwork sdmiristator

Sprecava dupliciranje IP adresa S e

SpreCava greske u unosu mreznih |
parametara B

(@ Obtain DNS server address automatically

Obezbeduje bolje iskoriSéenje IP adresa v e e

Obezbeduje mobilnost (Laptop,
Smartphone)

Altsrnate DS server

[ validate settings upon exit
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PRVOBITNO RESENJE ZA DINAMICKU DODELU IP ADRESA(RARP)
Reverse Address Resolution Protocol (RARP)
Princip slican ARP-u
Broadcast zahtev sa MAC adresom klijenta Salje se RARP serveru

RARP server odgovara unicast porukom, IP adresom koja je unapred
definisana na osnovu MAC adrese

Salje samo IP adresu (ne prosleduje Default gateway i Subnet Mask)

Protokol su koristili terminali koji nisu imali storage sistem, ve¢ su na osnovu
MAC adrese trezili IP adresu

RARP Klijent RARP Server

>
P address Ethernet MAC g g

address
(48 bit)

(32 bit) | Ethemet: 4523.7985 7734 IP = 2727

Ethernet: 4523.7885.7734
IP: 192.168.10.3
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OSOBINE BOOTP PROTOKOLA

BOOTPstrap protokol(1985) je prva
varijanta DHCP protokola i predstavlja
alternativu RARP (Reverse ARP) protokolu
koji je mogao da dodeli samo IP adresu
racunaru na osnovu njegove MAC adrese

BOOTP nije dinamicki konfiguracioni

protokol jer je IP adresa unapred
predefinisana za klijenta na osnovu MAC
adrese

Obezbeduje dodelu i ostalih
konfiguracionih parametara

BOOTP koristi UDP poruke za
konfigurisanje klijenata radi dobijanja IP

adresa i drugih konfiguracionih parametare

FORMAT BOOTP PROTOKOLA

Client IP address

Your P address

Server IP address

Router P address

Cliert hardware address (16 bytes)

Server host name (64 bytes)

Booat file name (128 bytes)

YVendor-zpecific area (64 bytes)
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Argon

00:a0:24:71:e4:44

LI

BOOTP Request

OSOBINE BOOTP PROTOKOLA
Argon (b)

128.143.137.144
BOOTP Server 00:a0:24:71:e4:44 DHCP Server

BOOTP Response:
IP address: 128.143.137.144

00:a0:24:71:e4:44
Sent to 255.255.255.255

Server IP address: 128.143.137.100
Boot file name: filename

Iy

Argon

(c)

128.143.137.144
00:a0:24:71:e4:44

— TFTP
“filename”

3 B

BOOTP protokol se koristi za downloading

slike OS-a za radne stanice bez diska
TE™ Dodela IP adresa host-u je staticka ne
postoji lease time parametar

\

128.143.137.100
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DHCP PROTOKOL

DHCP protokol (1993) je modernija verzija BOOTP protokola

DHCP dozvoljava dodatne konfiguracione opcije i omogucuje dinamicku dodelu
adresa

DHCP server obezbeduje sledece konfiguracione parametre host-u:

IP Address (IP adresu) R
Subnet Mask (Podmrezna maska)
Default Gateway (Podrazumevani mrezni prolaz)

najcescée koriséeni
~ konfiguracioni parametri

Domain Name (Naziv domena)

DNS Server

TFTP Server Location (IP adresa TFTP servera)
NetBIOS Name
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O

RAZLIKE IZMEDU DHCP i BOOTP PROTOKOLA

BOOTP DHCP

Staticko mapiranje Dinamicko mapiranje

Trajna dodela adrese Adresa se iznajmljuje na odredeni period

Podrzava samo 4 konfiguraciona parametra { Podrzava preko 50 konfiguracionih parametra
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DHCP PORUKE

DHCP komunikacija odvija se u Cetri faze:
DHCP Discovery (prepoznavanje)
DHCP Offer (ponuda)
DHCP Request (zahtev)
DHCP ACK (potvrda)

DHCPDISCOVER

DHCP Client DHCFP Server

- DHCPOFFER
r DHCPREQUEST T—

= DHCPACK
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O

DHCP PORUKE

DHCPACK: Potvrda od DHCP servera da se slaze da klijent koristi konfiguracione
parametre

DHCPNACK: Negativni odgovor od servera klijentu, ukazujuci da je klijentu isteklo
vreme iznajmljivanja parametara ili da trazena IP adresa ne moze da se dodeli.
Klijent startuje konfiguracioni proces od poCetka

DHCPDECLINE: Poruka od klijenta serveru koja ukazuje da se ponudena adresa
vec koristi, klijent startuje konfiguracioni proces od pocCetka

DHCPRELEASE: Poruka od klijenta serveru da viSe ne Zeli da koristi dodeljenu IP
adresu.

DHCPINFORM: Poruka od klijenta koji ve¢ ima IP adresu (ru¢no konfigurisanu),
zahtevajuci dodatne konfiguracione parametre od DHCP servera
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DCHP DISCOVERY

DHCP Client
00:a0:24:71:e4:44 DHCP Server

Iy

DHCP Client
00:a0:24:71:e4:44 DHCP Server

U

DHCP Server
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DHCP REQUEST / DHCP ACK

DHCP Client
00:a0:24:71:e4:44 DHCP Server

DHCPREQUEST

TP T H|

DHCPACK

Od ovog trenutka DHCP klijent pocCinje da koristi dodeljenu IP adresu i
konfiguracione parametre

DHCP server je za klijenta kreirao unos na osnovu dodeljene IP adrese i njegove
MAC adrese u vidu jedinstvenog identifikatora za koji su vezani njegovi parametri

Nakon 50% isteklog vremena klijent ponovo Salje zahtev za produzenjem koriS¢enja
konfiguracionih parametara.

Ako DHCP server poSalje DHCPNACK, klijent oslobada adresu.
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DHCP RELEASE

DHCP Client
00:a0:24:71:e4:44 DHCP Server

DHCPRELEASE

—U

%‘ I DHCP Server

Od ovog trenutka DHCP klijent je ostao bez IP adrese i konfiguracionih parametara
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DHCP DISCOVERY PORUKA

Filter: | bootp |Z| Expression... Clear Apply

Source Destination Protocol Length Info
0.0.0.0 255.255.255. 255 DHCP 342 DHCP Discover - Transaction ID Ox89¢

Ethernet II.|5rc: pDell _S5e:ed:53 (13:03:?3:5e:ed:534.
Internet Protocol version 4, |src: 0.0.0.0 (0.0.0.0)),
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Bootstrap Protocol

Message Type: |Boot Reguest (1)

Hardware Type: Ethernet

Hardware address Tlength: &

Hops: O

Transaction ID: Ox896aa428

Seconds elapsed: O

Bootp flags: Ox8000 (Broadcast)

Client IP address: 0.0.0.0 (0.0.0.

your (client) IP address: 0.0.0.0 .0.0.

Mext server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 0.0.0.0 {(0.0.0.0) identﬁﬁkacﬁa kHjenta na
lclient mMAC address: pell Se:ed:53 (18:03:73:5e:ed:53) |}

Client hardware address padding: 00000000000000000000 osnovu MAC adrese

server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type DHCP Discover

option: (t=61,1=7) Client identifier

option: 50,1=4% Reguested IP Address .

option: (t=1.2,[=11) Host WName = "Korisnik-PC"

option: (t=60,1=8) vendor class identifier = "MSFT 5.0"

Ooption: (t=55,[=12) Parameter Reqguest Li1st

e

OEBBE

0)




DHCP SERVIS

DHCP OFFER PORUKA

Filter: bootp |Z| Expression...

Destination Protocol Length Info
160.99.37.130 255.255.255.255 DHCP 344 pHCP offer - Transaction ID 0xB96aad2B

Ethernet II,

Internet Protoco1 version 4, |src: 160 99 3? 130 (160.99.37.130),]D5t: 255.255.255.255|(255.255.255.255)
User Datagram Protocol, Src Port: bootps (67), DSt Port: bootpc (68)
Bootstrap Protocol

BEEEREREEEE

Message type:| Boot Reply (2) |
Hardware type: Ethernet
Hardware address length: &
Hops: O

Transaction ID: 0x896aad28
seconds elapsed: 0O

Bootp flags: 0x0000 (Unicast)

Client IP address: 0.0.0.0 (0.0.0.0) v ..
vour (client) Ip address: 160.99.37.161 (160.99.37.161) _ =  Predlozena IPv4 adresa klijentu od DHCP servera

Next server IP address: 160.99,37.130 (160.99,37.130) s yi
Relay agent I address: 0.0.0.0 (0.0.0.0) —_+— IP adresa DHCP servera koji je predloZio adresu

Client mMaC address: Dell_5Se:ed:53 (18:03:73:5e:ed:53) I Identifikacija klijenta kome je namenjena ponuda
Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP Offer

option: (t=1,1=4) subnet Mask = 255.255.255.128

option: (t=58,1=4) Renewal Time value = 7 minutes, 30 seconds
option: (t=59,1=4) Rebinding Time value = 13 minutes, 7 seconds . . . . L. .
option: (t=51,1=4) IP Address Lease Time = 15 minutes Predlozeni konfiguracioni parametri
option: (t=54,1=4) DHCP Server Identifier = 160.99.37.130
option: (t=15,1=10) Domain Name = "vts.local"

option: (t=3,1=4) Router = 160.99.37.129
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DHCP REQUEST PORUKA

Filter: | bootp El Expression... Clear Apply

Source Destination Protocol Length Info
255.255.255.255 DHCP 360 DHCP Request - Transaction ID 0xB96aad2
[ i

Ethernet II, |src: Dell S5e:ed:53 18:03:?3'5&:ed:53]h Dst: Broadcast (Ff:ff:ff:ff:FF:fF) |

Internet Protocol Version 4,|src: 0.0.0.0](0.0.0.0),] Dst: 255.25%5.255.255%](255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

Bootstrap Protocol

Message type: |Boot Request (1)

Hardware tType: Ethernet

Hardware address length: &

Hops: O

Transaction ID: 0x890aad28

seconds elapsed: 0

Bootp flags: Ox8000 (Broadcast)

Client IP address: 0.0.0.0 (0.
your {(client) IP address: 0.0.
Next server IP address: 0.0.0. )]

Relay agent IF address: 0.0.0. )

Client MaC address: Dell_Se:ed:5 (13.03.?3:5E:Ed:53)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not giwven

Magic cookie: DHCP

option: (t=53,1=1) DHCF Message Type = DHCPF Request
option: (t=61,1=F) Client 1dent1f1er

0.0.0)
0.0 (0.0.0.0)
0 (0.0.
0 (0.0.

0
0
(o
(o
3

F H

Zahtevana IP adresa
DHCP server od koga se trazi adresa

[+]

option: (t=12,1=11) Host Name = "Korisnik-pC"

option: (t=81,1=14) Client Fully qQualified Domain Name
option: (t=60,1=8) vendor class identifier = "Ms5FT 5.0"
option: (t=55,1=12) Parameter RequesT List

HEEEHE R
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DHCP ACK

Filter: bootp |Z| Expression... Clear Apply

Source Destination Protocol Length Info
160.99.37.130 255.255.255.255 DHCP 349 DHCP ACK - Transaction ID OxB96aad28

Ethernet II , C = = = = = C = C = = C = =
Internet Protocol version 4, : .99, 37. (160.99,.37.130),|Dst: 255.255.255.255 [255.255.255.255)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (&68)
Bootstrap Protocol

Message type: |Boot Reply (2) |

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: OxB896aad28

Seconds elapsed: O
# Bootp flags: Ox0000 (Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

yvour {(client) IP address: 160.99,37.161 (160.99.37.161)

Next server IP address: 0.0.0.0 (0.0.0.0)

rRelay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Dell_Se:ed:53 (18:03:73:5e:e2d:53)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie- Ducp Potvrda da DHCP klijent moze da koristi
option: (t=53,1=1) DHCP Message Type = DHCP ACK | } trazene konfiguracione parametre
option: (t=538,1=4) Renewal Time value = 7 minutes, 30 seconds

option: (t=59,1=4) rRebinding Time value = 13 minutes, 7 secondf.} DHCP vremenski parametri su
option: (t=51,T1=4) IF Address Lease Time = 15 minutes SN :
option: (t=54,1=4) DHCP Server Identifier = 160.99.37.130 Ob]asnjem u narednom Sla]du
option: (t=1,1=4) Subnet Mask = 255.255.255.128

option: (t=81,1=3) Client Fully qQualified Domain Name
option: (t=15.71=10) Domain Name = "vts.local"

HHEEEEE
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@ __________________________________________________________________________________________

DHCP VREME IZNAJMLJIVANJA KONFIGURACIONIH PARAMETARA

DHCP server je podeSen da IP adresu klijentu
iznajmljuje samo za odredeno vreme (lease
time)

DHCP klijent moZe da zatrazi produZenje
koriS¢enja IP adrese (renewal proces)
Renewal Timer (71)

Nakon isteka ovog vremena koje obicno iznosi
50% lease time, klijent zapocine renewing
proces slanjem unicast poruke DHCP
REQUEST Renewal, trazedi produzenje

koriS¢enja mreznih parametara

Ukoliko je DHCP server nedostupan, on ¢e u
kontinuitetu slati unicast DHCP Request poruku
sve dok ne prede u REBINDING stanje
pokretanjem REBINDING Timer(T2) koji obicno
iznosi 85% lease time.

Klijent Salje broadcast DHCP REQUEST
REBINDING poruku sa svojom IP adresom u
nadi da Ce se javiti bilo koji dostupan DHCP
server. DHCP server moze prihvatiti (DHCP

ili ne prihvatiti zahtev(DHCP NACK

Server #1

8. Process
DHCPREQUEST Message

9. Send
DHCPACK Message

Client

Client State

3

o &

T T2

! (Normal Operation) »

i =

' 1. T1 Timer
Expires .
2. Send :

DHGPREQUEST Message
To Original Leasing Server

2. Continue To Send !
DHCPREQUEST Messages
¥

6. T2 Timer '
Expires
REBINDING

7. Broadcast

.=:] DHCPREQUEST Message [-.

10. Receive and Process
DHCPACK Message;
Finalize New Lease

& m 4
™ T2

¥ ¥

Server #2

{Server Is 5till Down...)
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DHCP ALGORITAM RADA

Passive

open
UDP

W—{ DHCPDISCOVER
m<—{ DHCPOFFER
M—{ DHCPREQUEST

w4—{ DHCPACK -
DP

Before 50 percent of
lease time expires.

—/DHCPDISCOVER

SELECTING

DHCPOFFER

Select Offer / DHCPREQUEST v

Lease ti ired
@STING ease 1n(1§ expire m_{ DHCPREQUEST
If

DHCPNACK the server does not respond,

the request 1s repeated.

Lease time 50% expired / DHCPACK \) Lease cancelled/
DHCPREQUEST DHCPRELEASE

BOUND Client DHCPREQUEST

. y DP " 1f the server responds with a NACK, UDP

the client must start all over again.

y :
WING ~>__DHCPACK 11(6 Y0 G ——— DHEENCKS
_IN/ QDIN PP If the server responds with an ACK UDFP

\ the client has a new lease.

Lease time 87.5% expired / m<_‘ DHCPACK -
DHCPREQUEST UDP
m—{ DHCPRELEASE
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METODE DODELE ADRESA

DHCP standard ukljucuje tri razli¢ita metoda dodele adresa:

Rucna Dodela: Odredena IP adresa je dodeljena uredaju od strane administratora. DHCP je
servis koji je izvrSio dodelu. Princip rada BOOTP protokola

Automatska Dodela: DHCP automatski zadaje permanetnu IP addresu uredaju iz svog pool-a
slobodnih IP adresa na neodredeno vreme.

Dinamicka Dodela: DHCP zadaje IP adresu iz svog pool-a za odreden vremenski period

Administrator ne bira koju ¢e metodu koristiti ve¢ ih kombinuje.
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Postupak dodele mreznih parametara

1. Klijent salje DHCP discovery poruku u
potrazi za DHCP serverima

2. DHCP serveri koji su primili poruku Salju
predlog IP adrese i konfiguracione
parametre

3. Klijent prima ponude i obi¢no bira prvu
pristiglu, tako Sto njemu Salje zahtev a

koji stize do svih DHCP servera

4. Server odgovara potvrdno i odobrava
klijentu koris¢enje mreznih parametara

5. Pre isteka perioda iznajmljivanja, klijent
zapocinje proces produzenja (request
renewal) koriS¢enja mreznih parametara
6. Potvrda za produzenje koris¢enja
mreznih parametara

7. Vracanje adrese DHCP serveru
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STATICKE / DINAMICKE IP ADRESE

Desktop racunar Server Ruter Svic
IP telefon Stampac RADIUS server

iTouch Frizider

Staticke IP Adrese Dinamicke (DHCP) IP Adrese
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DHCP SERVER

Skup adresa koje su na raspolaganju DHCP serveru su smestene u adresnom pool-u.

Prvi problem koji je povezan sa upravljanjem adresa je obezbedjivanje adresnog
opsega koji je dovoljno veliki da opsluzi sve klijente.

Ukoliko imamo dovoljno adresa na raspolaganju moze se koristiti duzi /ease time, u

suprotnom preporucuje se kraci /ease time kako bi poboljsali iskoriS¢enost adresnog
opsega

Osobine adresnog pool-a

— P address Pool

Start Address: 1010 1
SetHangel
End Address: | 10 . 10 . 10 . 255

Subnet Mask: | 255 . 255 . 255 . 0

Exclusion Range:

Start Address: . . . ddl -
End Address: . . . - Hemoxel

— Lease Duration

' Unlimited

i Limited Ta: IB_E Davls) IEE Hourlz) IEE Minutes

Excluded Add
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UPRAVLJANE ADRESAMA PRIMENOM NEPREKLAPAJUCIH OPSEGA

server A Scope
(111.14.56.20 - 111.14.56.199)

Address Block 111.14.56.1 - 111.14.56.254

Dva DHCP servera SO evestne

(111.14.56.1 -

obezbeduju otpornost na — 111145619
otkaz (fault-tolerance) O

DHCP servisa ; % W%/ /‘ e

Address Block 111.14.56.1 - 111.14.56.254

Dva DHCP servera sa nepreklapaju¢im opsezima
(DHCP Multi-Server Non-Overlapping Scopes)

PREDNOST
Ne javlja se problem dodele iste adrese razliCitim klijentima

NEDOSTATAK
U slucaju otkaza jednog DHCP servera koristi se samo deo IP adresnog

opsega iz pool-a
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DHCP SERVER - DETEKCIJA KONFLIKTA

DHCP server pod Windows-om pre nego Sto
dodeli IP adresu pu§tlce I_CMP Ech_o Rvequest 1%
poruku da bi proverio da li se neki racunar e e e |
OdaZIVa na tU adreSU- Specify the number of times the DHCP server should attempt conflict

detection for an |P address before the server leases the address to a client.

Podrazumevano, ova opcija je iskljucena @nﬂmmmmm |—_:)

Problem moze da predstavlja firewall na Aud g et [0 Vindows sysien32 dhos Bonse... |
uredaju koji blokira ICMP Echo Request poruku Crange server cannections tindings: Brdngs...|

Ne preporuéuju se Vi§e od 2 pokuéaja’ jer svaki T e e e Crgdermals.._|
pokusaj unosi kasnjenje od 1 sekunde

DHCP klijent pod Windows XP kada dobije IP
adresu koristi gratuitous ARP zahtev da bi
proverio eventualni konflikt pre nego sto
prihvati IP adresu.

Ukoliko DHCP klijent detektuje konflikt, on
DHCP serveru Salje DHCP DECLINE poruku.




thernet adapter LAN:

IPCONFIG /ALL

Connection—specific DNS Suffix

Description - . . . . . .
Phusical Address. . . . .
DHCP Enabled. . . . . . .
Autoconf iguration Enabled
Link—1local TPuf Addweczsc

IPv4 Address. .
Subnet Mask . .
Lease Obtained.
Lease Expires .
Nefanlt Gatewauy
DHCP Server . .

DHCPu6 IAID . . .
DHCPuv6 Client DUI

D

DHS Servers . . . . .

MetBIOS owver Tcpip. .

vtz . local

Realtek PCle FE Family Controller
18-683-73-5E-ED-53

Yes

Yes
FelA-achd:9R0h4-FRL1 -2RAF 1A Preferred?
168.97_37.201 (Preferred>

2565.255.255.128

3. septembar 2814 11:12:53

3. septembar 2814 11:27:53 DHCP

1A 99 37 129 . ..
160.99.37.132R8 konflgura_cmnl
167345987 parametri

A8-81-88-81-16-38-81-FD-18-83-73-5E-ED-53

168.99.37.138
1AA._99 _37_249

Enabhled
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DHCP KLIJENT
IPCONFIG /RELEASE <naziv LAN adaptera>

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . . . .

Subnet Mazk . . . .
Default Gateway . .

DHCP RELEASE UNICA-S-T PORUKA

Filter: bootp El Expression... Clear Apply

Time Source Destination Protocol Length fInfo
422 0 160.99.37.201 160.99.37.130 DHCP 342|DHCP Releasq - Transaction ID Ox64a24548
]

Frame 422: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet IT, Src: Dell_5e:ed:53 (18:03:73:5e:ed:53), Dst: Dell_28:57:7a (00:1e:4f:28:57:7a)

3
[+ User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
= Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: €
Hops: O
Transaction ID: 0x64a24548
seconds elapsed: 3
Bootp flags: 0x0000 (Unicast)
client IP address: 160.99,327.201 (160.99.37.201) } IP adresa koju klijent vrac’a DHCP serveru
vour (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
rRelay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Dell_Se:ed:53 (18:03:73:5e:ed:53)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
=Tall DHCE
=joption: (t=53,1=1) DHCP Message ne = DHCP Release
@ option: (t=54,1=4) DHCP Server Identitier = 160.99.37.130
# option: (t=61,1=F) Client identifier




C:sUserssKorisnik>ipconfig Arenew lan

llindows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . - « &« .« &« . Media disconnected
Connection—specific DNS Suffix .

lireless LAM adapter Wireless Metwork Connection:

Connection—specific DNS Suffix
Link—local IPuv6 Address . . .

IPv4 Address. . - . . .
Subnet Mask . . . . . .
Default Gateway . . . .

fe8B::51a8:3950aza2d4:58dhx12
18.1.1.17

255.255.255.8

1i8.1.1.1

Ethernet adapter LAM:

vts. local
feBBA::acHd:-?8b4:-f651:284f 18
168.99.37.283
255.255.255.128
1i6A.99_37.129

Connection—specific DNS Suffix
Link—-local IPv6 Address . . .
IPv4 Address. . . . . .

Subnet Mask . . . . .
Default Gateway . . .
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O

DHCP RELAY AGENT

DHCP klijenti koriste IP broadcast za pronalazenje DHCP servera u mrezi
Sta se degava ukoliko klijent i server nisu u istoj mreZi tj. odvojeni su ruterom?
Ruteri ne prosleduju broadcast poruke u drugim mrezama

Administratori mogu da podese ruter da odredene broadcast poruke na osnovu
UDP porta prosleduju na drugim segmentima

DHEP client DHEP relay

o @
DHCPDISCONER @ DHCP-DISCOVER

I:brl:ladl:ﬂﬁt:l I:L,II'IiEESt:I

DHCP-OFFER
DHCPOFFER . [unicast])

DHCPREGQUEST DHCP-REGUEST
(hroadcast) [unicaa)

DHCP-ACH
DHCP-2CH [unicas)
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DHCP KOMUNIKACIJA PREKO RELAY AGENT-a

[

| interface FastEthernet0/0

| ip address 10.0.1.1 255,255,255.0
| ip helper-address 10.0.2.100

Feq/t Subnet IP: 10.0.2.0/24

Subnet IP: 10.0.1.0/24 IP:10.0.2.1

IP: 10.0.1Y

DHCP Discover

Src: 0.0.0.0
UDP: bootpc (68)

Dst: 255.255.255.255
UDP: bootps (67)

-

Dst: 255.255.255.255
UDP: bootpc (68)

Src: 10.0.1.1
UDP: baotps (67)

DHCP Request

Src: 0.0.0.0
UDP: beotpc (68)

Dst: 255.255.255.255
UDP: bootps (67)

DHCP ACK

-

Dst: 255.255.255.255
UDP; bootpc (68)

Src: 10.0.1.1
UDP: bootps (67)

DHCP Discover

Sre: 10.0.1.1
UDP: bootpc (68)

Dst: 10.0.2.100
UDP: bootps (67)

e

-

Dst: 10.0.1.1
UDP: bootpc (68)

Sre: 10.0.2.100
UDP: bootps (67)

DHCP Request

Sre: 10.0.1.1
UDP: bootpc (68)

Dst: 10.0.2.100
UDP: bootps (67)

DHCP ACK

-

Dst: 10.0.1.1
UDP: bootpc (68)

Src: 10.0.2.100
UDP: bootps (67)

DHCP Server
IP: 10.0.2.100
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O

DHCP RELAY AGENT

TACACS
172.16.1.2

NetBIOS DHCP TFTP
172.241.5 | 172.24.1.9 |172.24.1.14

E2 172 16.1.1/24

E0 10.1.1.1/24 E3 172.24.1.1/24
Broadcast wspp Unicast wmaPp-| Server Farm

RTA (config) #interface el RTA (config) #interface e3

RTA (config-if) #ip helper-address 172.24.1.255 RTA (config-if) #ip directed-broadcast
RTA (config) #interface e3

RTA (config-if) #ip directed-broadcast



NAPAD NA DHCP SERVIS

O

LAZNI DHCP SERVER (DHCP SPOOF ATTACK)

Lazni DHCP server odgovara klijentima sa
DHCP requests porukom na isti nacin na koji
to radi legitimni DHCP server. =«

Lazni DHCP server DHCP klijentima moze da
ponudi:

IP address/Mask
Default gateway

Domain Name System (DNS)
server

Lazni DHCP server moze svoju adresu da Legitimate
koristi kao default gateway, Sto izaziva da

klijenti sav saobracaj van svoje mreze Salju

DHCP serveru, koji zatim pakete prosleduje

ka pravom odredistu.

Napad je poznat kao man-in-the-middle
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O

DHCP SNOOPING OPCIJA

Sam DHCP protokol nema ugradeni mehanizam da se bori protiv laznih DHCP
servera

ReSenje se ogleda u zastiti portova na samom aktivnom mreznom uredaju kao
Sto je LAN svic
Portovi na sviCu se definisu kao trusted ili untrusted

Portovi koji su trusted prosleduju sve DHCP poruke, dok portovi koji su
untrusted blokirace DHCP poruke koje Salju DHCP serveri tzv. DHCP response
poruke(DHCP OFFER, DHCP ACK ili DHCP NAK

Cliente:
Listening 68 UDP DHCPDiscover

DHCP Server 1
(192.168.1.10)

(broadcast)
DHCPAck
) woadc

(unicast/oroadcast)

(192,168.1.11)
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O

DHCP IZGLADNJIVANJE SERVERA (DHCP STARVATION)

Napadac pokrece DoS napad Saljuc¢i na 1000 DHCP zahteva (DHCP discovery).
DHCP server ne moze da odredi da li je zahtev legitiman.

Napad moze da za par minuta isprazni adresni pool na DHCP serveru

Rezlutat ovog napada je da legitimni PC ostane bez konfiguracionih parametra

DHCP Scope
10.10.10.1
10.10.10.2
10.10.10.3
10.10.10.4
10.10.10.5

.
10.10.10.254

............................................
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O

DHCP IZGLADNJIVANJE SERVERA (DHCP STARVATION)

DHCP Snooping je dovoljno pametan da uporedi MAC adresu koja se nalazi u
payload-u DHCP protokola i izvoriSnu MAC adresu frejma primenom opcione
komande ip dhcp snooping verify mac-address.

Moguce je podesiti “maximum threshold" ili broj paketa u sekundi koji mogu da
produ kroz port.

Ako je broj DHCP paketa dostigne prag, port ¢e preéi u shutdown stanje i
generisace poruku o DoS napadu.

B o e e = Q V¥4 EB sl @

Filter: [bootpl v  Expression... Clear Apply

No. Time Source Destination Protocol Length Info . .
9:13:e8:eb:f7:c 104.823241 0.0.60.0 255.255.255.255 DHCP 286 DHCP Discover - ° Svi DH_CP dv'sc_overy_
13:e8:eb:f7:c 1106.825364 0. o 1255.255.255.255 DHCP :zaogoucr Discover - ° zahtevi se salju sa istom
13:e8:eb:f7:c 1108.827849 6. 1255.255.255.255 DHCP 286 DHCP Discover - °
13:e8:eb:f7:c 1111.798249 so. 1255.255.255.255 DHCP 286 DHCP Discover - ° Mac qdresor)j. I?ort
0:13:e8:eb:f7:cf  113.800161 . 1255.255.255.255 DHCP 286 DHCP Discover - ° security opcija iz tog
1:13:0R:0h: f7: ¢ 117.562077 6. - 1755.255.755.255 DHCP 286 DHCP Discover - ° razloga nema efekta

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0 (@

Relay agent IP address: 6.0.0.0 (0. 9)

Client MAC address:] ©00:16:36:¢5:55:ab}(00:16:36:¢5:55:ab)
Client hardware address padding: 00000000000000000000

0.
0.0.
0.
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DHCP KONFIGURACIJA — PACKET TRACER

IF:192.168.2.6/23
Sepver-FT
N1 G SNIS.COM
192,158.2.0/28

P
-

NHCRWTSNIS. TR

2950-24
Switchz2

192,168.1.0/25
—~ 2

1341
RouterD

192,168.1.125/25 e

2060 24TT
Swigtch0

o QO00C0
2960-24TT AptissPoint<pT
Switchl ﬁx‘\\‘hccesf Pointd, 2

CC2.VTSNIS.COM
W

TabletPC-PT

I DHCP SERVER
DHCP KLIJENTI U
JEDNOJ MREZI

DHCP KLIJENTI U
DRUGOJ MREZI
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DHCP KONFIGURACIJA — PACKET TRACER

DHCP server opsluzuje dve IP mreze.

Potrebno je obezbediti da ruter
prosleduje DHCP poruke do DHCP
servera jer se DHCP server ne nalazi u
mrezi DHCP klijenata

Na DHCP serveru kreirati dva pool-a
sa odgovaraju¢im mreznim prolazima: =

Pooll: 192.168.1.10-192.168.1.50 FenTsts.con
Pool2: 192.168.1.150 — 192.168.1.185

Pr-PT 2960-24TT A pjnnts

FoittT
C2.VTSNIS.COM Switchl  WAccessPointdy,

TabletPC-PT PC-PT

A
S K//f
A

PDA-PT
Pda.VTSNIS.COM
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KONFIGURACIJA IP ADRESA NA RUTERU

FastEthernet0/0

FastEthernet0/1
Port Status On

Bandwidth Auto
10 Mbps @ 100 Mbps

Duplex Auto
@ Full Duplex Half Duplex

MAC Address 0009.7C42.2102
IP Address 192.168.2.1

Subnet Mask 255.255.255.240

Tx Ring Limit 10

Port Status

] on

Bandwidth
10 Mbps

@ 100 Mbps

Auto

Duplex
@ Full Duplex

Half Duplex

Auto

MAC Address
IP Address
Subnet Mask

0009.7C42.2101

192.168.1.1

255.255.255.128

Tx Ring Limit

10

VISrenzkble

VISgconfigure terminzsl

Enter configuration commzands, one per line. End with CHIL/Z.
VIS {config)#interface wlan 1

VIS({config-if)fip =ddress 13Z_168.1.125% Z55.2Z55.255.1z28

VIS (config-if) |
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KONFIGURACIJA STATICKE IP ADRESE NA DHCP SERVERU

| Physical I Config | Desktop | Software/Services |

IP Configuration
Interface |FastEﬂ1&metD

IP Configuration
© DHCP

IP Address 192.168.2.5

DHCRAWVTSNIS. CON

192,168.1.0/25

PC-FT
PC1LNMTSNIS.COM 4 Subnet Mask 255.255.255.240

Default Gateway 192.168.2.1

DMNS Server

IPvi Configuration

PC 2960-247TT AisESsPo] ) DHCP ) Auto Config @ Static
PCZNVTSNIS.COM Switchl
\\\\‘
N

IPvE Address

Link Local Address FES0::240:BFF:FEGA:88D0

TabletPC-PT PC-PT IPvE Gateway

IPva DNS Server
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KONFIGURACIJA ADRESNOG POOL-a NA DHCP SERVERU

| B DHCP.VTSNIS.COM

| Config Desktop Software/Services

IP:192.168.2.5/28

Server-F
DHCRVTSNIS. COW

GLOBAL
Settings
Algorithm Settings
SERVICES

HTTP
Pool Name LANZ
DHCFP

TFTP [oefault Gateway 192.168.1.125 |

DNS
SYSLOG
ALA

NTP Subnet Mask: 255 255 255

EMAT Maximum number
FTP of Users :

EIREALE TFTP Server:
IPvA FIREWALL

INTERFACE Add
e FastEthernetd
| Pool Name Default Gateway DNS Server Start IP Address Subnet Mask Max Numk
/ 192.168.1.129 0.0.0.0 192.168.1.150 255.255.25... 30
TabletPC-FT pc_p-F serverPool 192.168.1.1 0.0.0.0 192.168.1.10 255.255.25... 30
Tablet.WTSNIS.COM PC3.VTSNIS.COM _ P | m |

Service

—_ 192,168.1.0/25

-
PC-PT ey
PC1.WTSNIS.COM

DMS Server 0.0.0.0

Swigtch0

Start IP Address : 192 1

30

L A minist o
PC-PT 2560-24TT giEEsEoIMsET
PC2.VTSNIS.COM Switchl \\\\\\hCCESEPD' ”f{d’(/;, ’

Save l [ Remove

[
[
[
[
[
[
[
2960F24TT {
[
[
[
[
[
[
[
[
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KONFIGURACIJA RELAY-AGENT NA RUTERU

DHCP klijenti koriste IP broadcast za pronalazenje DHCP servera u mrezi

Routeri ne prosleduju broadcast poruke u drugim mrezama

Administratori mogu da podese ruter da odredene broadcast poruke na osnovu
UDP porta prosleduju na drugim segmentima

DHCP
SERVER

DHCP

interface FastEthernetl/0
ip address 152.168.1.1 255.255.255.128 KLIJENTI

ip helper-asddress 132 .168.Z.5
duplex auto
speed auto

interface Vlianl
ip address 152.168.1.12% Z55.Z55.255.1Z8

ip helper—-address 159Z2.1c28.2.5
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KONFIGURACIJA DHCP KLIJENTA

IP Configuration

IP Configuration

@ DHCP 0 Static DHCP request successful.

IP Address [192.168.1.13

Subnet Mask |255.255‘255.128

Default Gateway [192.168.1.1

DNS Server [0.0.0.0

7
PC-PT
PC1.VTSNIS.COM

s
PC-PT
PC2.VTSNIS.COM

IP:192,168.2.5/28

S
MNS1.0

Server-P
DHCRWVTSNIS. CON

293p-24
Switch 2|

192.168.1.0/25

4
1541
Router

182.168.1. 11

2060-24TT
SwiltchO

= nnl

2060-24TT
\\\@cces':PDmf(ﬂ:";&

Switchl
\‘\
\\\‘

m 9

TabletPC-PT PC-PT
Tablet. WTSNIS.COM PCAVTSNIS.COM

IP:192,168.2.6/28

wer-PT
SNIS.COM

e e

¥ pc3

IP Configuration

IP Configuration
@ DHCP

IP Address
Subnet Mask
Default Gateway

DNS Server

© Static

DHCP request successful.

[192.168.1.152

[255.255.255.128

[192.168.1.129

[0.0.0.0

Pda.WTSNIS.COM




DHCP SERVIS

SIMULACIJA PRACENJA DHCP PORUKA

FOU Formats

PREAMBLE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF 0040.0B58.4ADD

FCS:

DATA (VARIABLE LENGTH)
0x0

IP:192,168.2.5/28 - TYPE:
0800

DHCRNVTSNIS. COY
4 8 18 15

4 | L | psce:oxo
ID: Oxa
192.168.1.0/25 TTL: 128 | PRO: Ox1l

= SRC IP: 0.0.0.0
PC1.V":|,'§|-\|5_CDM ] DST IP: 255.255.255.255
OFT: 0x0
DATA (VARIABLE LENGTH)

00
CHKSUM

DEST PORT: 67
X

SRC PORT: 68
XZa
DATA (VARIABLE)

f’/
z DHCP
L] =] 1&
OP: Ox1 HwTPE | Hwien | Hoes

TabletPC-PT BC- pT
Tablet. VTSNIS.COM
PCIVTSNIS.COM oy vanis TRANSACTION ID (4 BYTES)
| FLAGS

PC-PT 295q-241-r
PC2.VTSNIS.COM Switchl

SECS
CLIENT ADDRESS: 0.0.0.0
"YOUR" CLIENT ADDRESS: 0.0.0.0

ﬁ‘ [ SERVER ADDRESS: 0.0.0.0
1:: | 2811 | | 911 I:
: RELAY AGENT ADDRESS

CLIENT HARDWARE ADDRESS: 0040.0B58.4ADD

PLAY CONTROLS: Back

9.671 | Power Cycle Devices
(11 B g

! =

[ 1841 ‘ | 1041
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SIMULACIJA PRACENJA DHCP PORUKA

IP:192.168.2.5/28

DHCRNTSNIS. CON

192.168.1.0/25

S
FC-PT
PC1.VTSNIS.COM

PCF
PC2.VTSNIS.COM

TabletPC-PT PC- p-r
Tablet. VTSNIS.COMp-3 yTsNIS.COM

LU

PDU Formats

FPREAMBLE:
101010...1011

DEST MAC:
0040.0B6A.838D0

SRC MAC:
0009.7C42.2102

E—
TYPE: VARIABLE LENGTH) FCS:
0x300 Ox0

4 =]

4 | L | psce:oxo TL: 62

ID: Oxa Ox0 0x0

TTL: 128 I PRO: Ox11 CHESUM

SRCIP: 192.168.1.1

DST IP: 192.168.2.5

CPT: Ox0

DATA (VARIABLE LENGTH)

31 Bits

SRC PORT: 68 DEST PORT: 67 I

LENGTH: Ox2a CHECKSUM: 0x0

DATA (VARIABLE)

g8 1&

HwTvpE | HwLEn | HoPs

TRANSACTION ID (4 BYTES)

8.673 | Power Cycle Devices PLAY CONTROLS: Back

SECS | FLAGS

% @
| 1841

?_\'

eEcteee

Generic

CLIENT ADDRESS: 0.0.0.0

"YOUR" CLIENT ADDRESS: 0.0.0.0

SERVER ADDRESS: 0.0.0.0

RELAY AGENT ADDRESS

CLIENT HARDWARE ADDRESS: 0040.0B58.4ADD
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SIMULACIJA PRACENJA DHCP PORUKA

1P:192,168.2.5/28

IP:

Server-P Sepuer-FT
DHCRWTSNIS. COY

NS1TSNIS.C
192,168,

PCU Formats

PREAMBLE:
101010...1011

DEST MAC:

SRC MAC:
0009.7C42.2102

0040.0B6A.38D0
TYPE:

O0x800

DATA (VARIABLE LENGTH)

FCS:

\ ]
DA
192,168.1.0/25
s
PC-PT
PC1.VTSNIS.COM

29600 24TT

1841
Switcho

RouterQ
192,168, 1. 128/25

29

S
- > ;

o e ET B
\\\\\hccesg Paintd’, s
TabletPC-PT

W i
S /f’jf’/f
PC-PT h,
Tablet.VTSNIS.COMpes \ TSNIS.COM

BC-PT 2960-24TT
PCZ.VTSNIS.COM

Switchl

o
PDA
Pda.WTS
n

|
1.178 | Power Cycle Devices PLAY CONTROLS:

AeeEEre®
'

2811 GHEI'I:‘J

| 911
—
—

Ox0

4 =]

| L | Dscp: oxo
ID: 0x25
TTL: 128 |

4

0x0
CHKSUM

PRO: Ox11

—
SRC IP: 192.168.2.5

DET IP

1192,168.1.1
CPT: Ox0

DATA (VARIABLE LENGTH)

SRC PORT: 67

DEST PORT: 67
LENGTH: Ox2a

CHECKSUM: 0x0
DATA (VARIABLE)

DHCP

Ju] =]

16
OF: Ox2

HwTvypE | nwien | Hoes

TRANSACTION ID (4 BYTES)

SECS | FLAGS

CLIENT ADDRESS: 0.0.0.0

"YOUR" CLIENT ADDRESS: 192.168.1.15

SERVER ADDRESS: 192.168.2.5

RELAY AGENT ADDRESS

CLIENT HARDWARE ADDRESS: 0040.0B58.4A0D
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ZADATAK

Obezbediti da klijenti u mrezi 172.16.1.0/24 dobiju mrezne parametre od DHCP servera.
DHCP server se nalazi u mrezi 172.16.2.0/28

Podesiti neophodne IP adrese na ruteru, DHCP servery i DHCP Relay Agent opciju

IP:192.168.2.6/28

Sefver-PT
g NSL1AJTSNIS.COM

212,1,1.0/30

100.1.1.0/28

Server-PT
DHCRITC.COM

SwilchS  172,16.2.0/28

212,1.1.4f30

L 4
PC-PT
PC1.VTSNIS.COM

d
2960-24TT aiesaEoIMeBT
PC-FT ) oI
P2V TSNIS.COM Switch1 \\\\“hcces!:Pol ned, s
.

o 3 = /jf i)

o2 Y

TabletPC-PT BC-PT

Tablet. VTSNIS.COM PDA-PT
FC3.VWTSNIS.COM Pda. VTENIS. COM

Routerl

1841
Router? 172.16.1.0/24




