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Komponente mrezne infrastrukture
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Server — Klijent Komunikacija

 Termin HOST odnosi se na: Klijent, Server ili oba.
* Softver odreduje ulogu hosta.
* Server obezbeduje uslugu klijentu: e-mail ili web stranicu

* Klijent zahteva informaciju od servera
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ORGANIZACIJE ZA STANDARDIZACUU

* Industrijski standard spre¢ava monopol jedne kompanije

* Ohrabruje i ubrzava razvoj tehnologije
* Organizacije za standardizaciju su:
* The Internet Society (ISOC)
* The Internet Architecture Board (IAB)
* The Internet Engineering Task Force (IETF)
* The Institute of Electrical and Electronics Engineers (IEEE)

* The International Organization for Standardization (ISO)

Internet Engineering Task Force (IETF) -~ ~
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(ITU-T) The Internet Corporation for Assigned Names and Numbers




TCP/IP ENKAPSULACIJA
PROTOKOLSKI STEK PROTOKOLA
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SLOJEVI U MREZNOM MODELU

Slojevita struktura mreznog modela
omogucava da se sloZen proces razlozi na
manje delove

Na svakom sloju su definisani precizni zadaci

Svaki sloj obezbeduje uslugu nivou iznad
njega

Promena tehnologije na jednom sloju nede
uticati na ostale slojeve

Implementacija novih servisa i tehnologije je
skalabilna tj. lako se moze nadograditi

ReSavanje problema je znatno olaksano kod
ovakvih modela
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KOMPARACIJA OSI/TCP-IP MREZNIH MODELA
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ENKAPSULACIJA PORUKE
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DENKAPSULACIJA PORUKE
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SLOJEVI TCP/IP MODELA ORJENTISANI KA APLIKACIJAMA
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ULOGA PORTA - TRANSPORTNI SLOJ

Svaki host u mrezi moze istovremeno da pokrene vise aplikacija

Zadatak transportnog sloja je da upravlja ovim sesijama izmedu izvoriSnog i odredisnog racunara

Jedan klijent mozZe da uspostavi vise istovremenih konekcija sa razliCitim serverima
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ULOGA PORTA - TRANSPORTNI SLOJ
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IDENTIFIKACIJA APLIKACIJE — TRANSPORTNI SLOJ

Transportni sloj zadaje svakoj aplikaciji identifikator koji se zove port.

Na osnovu broja porta transportni sloj identifikuje svaku aplikaciju.

_ — , | Port Numbers
Source Port (16 hits) Diestination Port (16 hits)

Length (16 bits) Checksmm (16 bits) .E F T S D T s
SE T E|M|N F|N
e EP|L|T|S T M
N|P P P
E
0 o 3 Port T
16-bit Source Port Number 16-bit Destination Port Number Numbers—=—>»

32-hit Sequence Number

Transport
Layer

32 bit Acknowledgement Number

4-bit Header 6-bit UAPIRSF
Length (Reserved) | R G S| SY! 16-bit Window Size
GKHT NN
16-bit TCP Checksum 16-bit Urgent Pointer
Options (if any)

Data (if any)




TCP SERVISI

TCP obezbeduje sledele servise: 0 15 16 31

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

* Pouzdana isporuka (Reliable delivery)

32 bit Acknowledgement Number

4-bit Header 6-bit U AP R S|F
Length (Reserved) g E a ? ;\1 :\1 16-bit Window Size
* Detekcija greSake (Error checking)
16-bit TCP Checksum 16-bit Urgent Pointer
Options (if any)
» Kontrola toka (Flow control)
Data (if any)

* Kontrola nagomilavanja (Congestion control)

* Isporuka u tacnom redosledu (Ordered delivery)

» Uspostavljanje konekcije (Connection establishment)



KARAKTERISTIKE TCP PROTOKOLA

Application Data (100,000 bytes)

\ 4 \ 4 \ 4 \ 4 \ 4

1-1000 1001-2000 2001-3000 3001-4000 4001-5000

TCP 1-1000 TCP Segment

 TCP enkapsulira podatak u veliki broj segmenata.
— Segmenti obezbeduju da komunikacija kroz mrezu bude efikasna.
* TCP zaglavlje ukljucuje sledeée informacije:

— Source port number i Destination port number prate svaku pojedinacnu
komunikaciju

— Sequence numbers numeracija svakog segmenta.

— Window size definise kontrolu toka za sesiju.

— Error checking mehanizam za proveru gresaka




TCP SEGMENT U WIRESHARK-U

File Edit WYiew Go Capture Analyze E’Eﬁsl

Source Port (16) Destination Port (16)
= C =N -
Sequence Number (32)
Filter: | http
Mo, |T|me |Snurce

Acknowledgement Number (32)

1010 9.73430700173.37.145. 8
1012 9.79521200192.168.1.116

Header Control Bits .
1016 9.84428000 66.117.23.100 Reserved (6) Window (16)
1017 10. 0038130 fe80::15Ff:98d4 Length (4) (6)

a

= Frame 1012: 950 bytes on wire Checksum (16) Urgent (16)
® Ethernet II, Src: IntelCor_45:

F Internet Protocol version 4, 5
= Transmission Control Protocol
I Source port: 49889 (49883)
Destination port: http (80)
[stream index: 12]

Options

Application Layer Data

Sequence number: 2457 (relative sequence number)

[Next sequence number: 3353 (relative sequence number)]

Acknowledgment number: B1&67 (relative ack number)

Header length: 20 bytes .
Flags: Ox018 (PSH, ACK) Source Port (16 blta)

wWindow size value: 65520

[calculated window size: 65520] _ 2 3 ae 3 8 Be
Lwindou oize scaling factors -2 (no wind Broj porta aplikacije koja uspostavlja sesiju.
H Checksum: Oxfe88 [validation disabled] vy . . e e e . o
[SEQ/ACK analysis] — Dynamicki se zadaje hostu koji inicira konekciju.
# Hypertext Transfer Protocol

Opseg portova je od 1024 do 65,535.




TCP SEGMENT U WIRESHARK-U

File Edit WYiew Go Capture Analyze E’Eﬁsl

Source Port (16) Destination Port (16)
B & el BER= =
Sequence Number (32)

Filter: Ihth:l
No. [Time [source Acknowledgement Number (32)

1010 9.73430700173.37.145.8

1012 9.79521200192.168.1.116 .

1016 9. 84428000 66.117.23.100 Header Reserved (6) Control Bits Window (16)

1017 10.0038130 fe80::15ff:98dd Length (4) (6)
|
= Frame 1012: 950 bytes on wire Checksum (16) Urgent (16)
® Ethernet II, Src: IntelCor_45:

# Internet Protocol Version 4, 5 .
E Transmission Control Protocol, Options
Source port: 49889 (49889)
| bestination port: http (B0)|
[Stream index: 12]

Application Layer Data

Sequence number: 2457 (relative sequence number)
[Next sequence number: 3353 (relative sequence number)]
Acknowledgment number: B1&67 {relative ack number)

Header length: 20 bytes
# Flags: Ox018 (PSH, ACK)
wWindow size value: 65520
[calculated window size: 4 o . .
[Wwindow size 5ca'|'ir|g factd Destlnatlon Port (16 blta)
® Checksum: 0xfe88 [validati

[SEQ/ACK analysis] — Broj porta aplikacije koja se poziva.
# Hypertext Transfer Protocol

Obic¢no je to brojizmedu 1i1023.




TCP SEGMENT U WIRESHARK-U

File Edit Wew Go Capture Analyze Statistics Telepl

Source Port (16) Destination Port (16)
SeeAM DEX@EC
Fiter: Ihth: Sequence Number (32)
Mo, |T|n'|e |5nur::e
1010 9.73430700173.37.145.8 Acknowledgement Number (32)
1012 9.79521200192.168.1.116 Head R d c |
1016 9. 84428000 66.117.23.100 eader eserve ontro .
1017 10. 0038130 feB80::15fF:98d8:d28:86{ Length (4) (6) Bits (6) Window (16)
|
Frame 1012: 950 bytes on wire (7600 bi Checksum (16) Urgent (16)
Ethernet II, Src: IntelCor_45:5d:cd4 (2
Internet Protocol Version 4, Src: 192. Options
= Transmission Control Protocol, Src Por
Source port: 49889 (49889) ..
Destination port: http (BO) Application Layer Data
[stream index: 12]
Sequence number : 2457 (relative sequence number) .
[Next sequence number: 3353 (relative sequence number)] Sequen ce Number (32 b|ta)
Acknowledgment number: 8167 {relative ack number)
Header length: 20 bytes ;
Flags: OXO18 (PSH, ACK) — Obezbeduje pouzdanost.
wWindow size value: 65520 ..
[Calculated window size: 65520] - Numel‘aCIja Segmenata
[Window size scaling factor: -2 (no window scaling used)]
Checksum: Oxfe88 [validation disabled] _ Na osnovu ovog broja Odrediéte
[SEQ/ACK analysis] .. ; .
Hypertext Transfer Protocol ZNna kOJ| Segmentl nedOStaju.
|zvor identifikuje strim segmenata.




TCP SEGMENT U WIRESHARK-U

File Edit Vew Go Capture Analyze Statistics To

Source Port (16) Destination Port (16)
B o 8 EEX 28|
Sequence Number (32)
Filter: Ihtn:l
No. [Time |source Acknowledgement Number (32)

1010 9.73430700173.37.145. 8

1012 9.79521200192.168.1.116

1016 9. 84428000 66.117. 23.100 Header Control

Reserved (6) . Window (16)
1017 10.0038130 fe80: :15FF:08d8:d28:| Length (4) Bits (6)

4

# Frame 1012: 930 bytes on wire (7600 Checksum (16) Urgent (16)
# Ethernet II, src: IntelCor_45:5d:c4
® Internet Protocol Version 4, src: 19
E Transmission Control Protocol, src A
Source port: 49889 (49889) . ..
Destination port: http (BO) Application Layer Data
[stream index: 12]
Sequence number: 2457 (relative sequence number)
[Next seguence number: 3333 (relative seguence number 1]
LAcknowl|edgment number: 8167 (relative ack number) | .
Jeader Tength: 20 bytes s Acknowledgement Number (32 bita)

® Flags: 0x018 (PSH, ACK)
window size value: 65520
[calculated window size: 65520]
[Wwindow size scaling factor: -2 (no window scaling used)
® Checksum: 0Oxfe88 [validation disabled]
H [5EQ/ACK analysis]
# Hypertext Transfer Protocol

Options

— Obezbeduje pouzdan prenos.

Ukazuje na slededi TCP oktet.




TCP SEGMENT U WIRESHARK-U

File Edit Yiew Go Capture Analyze GStatistics T . .
Source Port (16) Destination Port (16)
= || Ed X &8 |
Sequence Number (32)
Filter: Ihth:l
— (Time lSowce Acknowledgement Number (32)
1010 9.73430700173. 37.145. 8 Head C |
1012 9.79521200192.168.1.116 eacder | peserved (6) ontro Window (16)
1016 9. 84428000 66.117.23.100 Length (4) Bits (6)
1017 10.0038130 fel0: :15ff:98d8:d28:
(| Checksum (16) Urgent (16)
Frame 1012: 950 bytes on wire (7600 Options
# Ethernet II, Src: IntelCor_45:5d:cd

# Internet Protocol Version 4, Src: 19

= Transmission Control Protocol, src {
Source port: 49889 (49889)

Application Layer Data

Destination port: http (80)

[stream index: 12]

Sequence number: 2457

[Next seguence number: 3353

Acknowledgment number: 8167
| Header Tength: 20 bytes |
# Flags: 0x018 (PSH, ACK)

(relative sequence number)
(relative seguence number)]
(relative ack number)

Window size value: 65520
[Calculated window size: 65520]
[Window size scaling factor: -2 (
# Checksum: Oxfe88 [validation disal
[SEQ/ACK analysis]
[+ Hypertext Transfer Protocol

Header Length (4 bita)

Ukazuje na duzinu TCP zaglavlja u segmentu




TCP SEGMENT U WIRESHARK-U

File Edit Wiew Go Capture Analyzd
Source Port (16) Destination Port (16)
B & el =@ 3

Filter: |htu3 Sequence Number (32)

Mo, |T|n1e |Snur::e

1010 9.73430700 173. 37. 145 Acknowledgement Number (32)
1012 9.79521200192.168.1.

1016 9. 84428000 66.117.23. Header Control Bits .
1017 10.0038130 fe80: :15F | ength (4) Reserved (6) (6) Window (16)

l|

Frame 1012: 950 bytes on |\ Checksum (16) Urgent (16)
Ethernet II, Src: IntelCol

Internet Protocol Version

= Transmission Control Prot Options
Source port: 49889 (498
Destination port: http Application Layer Data
[stream index: 12]
Sequence number: 2457 (relative sequence number)

[Next sequence number: 3353 . .
Acknowledgment number: 8167 ContrOI BItS (FlagS) (6 blta)
Header length: 20 bytes
|# Flags: 0x018 (PSH, ACK) ]
window size value: 65520
[calculated window size: 65520]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: Oxfe88 [validation disabled]
[SEQ/ACK analysis]
Hypertext Transfer Protocol

Ukazuje na tip(Syn, Ack, Fin,...) TCP segmenta.




TCP SEGMENT U WIRESHARK-U

Fle Edit View Go Capture Analyze I
Source Port (16) Destination Port (16)
B o el B E X
Sequence Number (32)
Filter: Ihtu:l
Na. — [Source Acknowledgement Number (32)

1010 9.73430700173. 37.145.

1012 9.79521200192.168.1. 1

Header
Length (4)

1016 9. 84428000 66,117, 23.1 Reserved (6)

1017 10.0038130 feB0: :15Ff:

Control Bits

(6) Window (16)

l

# Frame 1012: 950 bytes on wi

Checksum (16)

Urgent (16)

# Ethernet II, Src: IntelCor
F Internet Protocol Version

Options

F Transmission Control Protod
Source port: 49889 (49889

Application Layer Data

Destination port: http (80)
[stream index: 12]
Sequence number: 2457 (relative sequence number)
[Next sequence number: 3353 (relative seguence number)]
Acknowledgment number: 8167 (relative ack number)
Header length: 20 bytes

# Flags: 0x018 (PSH, ACK)

Window (16 bita)

Broj u oktetima koje je prijemnik
spreman da prihvati.

Window size value: 65520
[calculated window size: 65520]
[Wwindow size scaling factor: -2 (no window scaling used)]

U toku razmene podataka ovaj broj

B Checksum: UXTess [validation disabled]
[5EQ/ACK analysis]
# Hypertext Transfer Protocol

moze da se menja.




DOBRO POZNATI PORTOVI (WELL KNOWN PORTS)

Port Humber Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 * Registered Ports
49152 to 65535 Private and/or Dynamic Ports
Well Known TCP Ports Well Known UDP Ports;
21 FTP 69 TFTP
23 Telnet 520 RIP
25  SMTP
Well Known ili Registered Port ﬁﬂ ':}EP[; Well Known TCP/UDP Common Ports:
Number 53 DNS

194 Internet Relay Chat (IRC) 161 SNMP

— 443 Secure HTTP (HTTPS) 531  AOL Instant Messenger, IRC

Sowce Port (16 bits) Destination Port (16 bits)

Well Known Ports (Brojevi od 0 do 1023)

* Reservisani su za najpoznatije mrezne servise

—
* Klient: TCP destination port

Souwrce Port (16 bits) Destination Port (16 bit
* Server: TCP source port ‘ ‘\ estination Port (16 bits)




REGISTROVANI PORTOVI

Port Number Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Registered Ports
49152 to 65535 Private and/or Dynamic Ports
Registered TCP Ports: Well Known TCP Ports
1863 MSH Messenger 21 FTP
8008 Alternate HTTP 23  Telnet
8080 Alternate HTTP 25  SMTP
Registered UDP Ports: 80 HTTP
1812 RADIUS Authentication Protocol 110 POP3
2000 Cisco SCCP (VolP) 194 Internet Relay Chat (IRC)
5004 RTP (Voice and Video Transport Protocol) 443 Secure HTTP (HTTPS)

5060 SIP (VolP) Well Known TCP/UDP Common Ports:

Registered TCRP/UDP Common Ports: 53 DHS
1433 MS 5QL 161 SHMP
2948 WAP (MMS) 53 ADL Instant Messenger, IRC

* Registrovani Portovi (Brojevi od 1024 do 49151)
— Zadaju se aplikacijamaili korisni¢kim procesima.

— Rec je o aplikacijama privatnih kompanija



PRIMER DODELE PORTA APLIKACUI

Client TCP Header

15 16 31
16-bit Source Port Number 102* 16-bit Destination Port Number 23
3270l Secuence Fumber « Klijent Salje TCP segment:
32 bit Acknowledgement Number _ Destination Port. 23 (We”
4-bit Header | 6-bit | U A PR S[F —p>
Length (Reserved) (RB E a ? \N( :\‘ 16-bit Window Size known port)
16-bit TCP Checksum 16-bit Urgent Pointer - Source Port' 1028 (Dynamlc
Port koji zadaje klijent)

Options (if any)

Data (if any

Klijent !

Server




PRIMER DODELE PORTA APLIKACUI

Server TCllz I1-6Ieader

0 31

° Se rver §a IJ e TC P Seg me nt: 23 16-bit Source Port Number FOZSG—bit Destination Port Number

— Destination Port: 1028 (Well 32-bit Sequence Number

kn own pO rt) 32 bit Acknowledgement Number

— Source Port: 23 (Dynamic G— i eader 6-bit JAPH s F

16-bit Window Size

. . o Length (Reserved) ddH T NN
Port koji zadaje klijent)

16-bit TCP Checksum 16-bit Urgent Pointer

Options (if any)

Data za Telnet

Klijent

Fie Getras




USPOSTAVLJANJE VISE SESIJA

ZR— B N P B "
€ C'““_S)’Sten’\S, Inc - Windows Inteﬁt Expkzer 2| & TelePresence - Cisco Systems - Windows Internet Explorer = | |
%& &l b www.cisco.c v | ¥4 I X [ Google ://cisco. ¢ it

o e e NS = >

n g T ———, | - »
9§ 4 [dls Cisco Systems, Inc ‘ ' o~ v o= v
i 49388 dule 49890 |
cisco cisco 1|
e 7 |2
Solutions Products & Services Ordering Suppori| Solutions Products & Services Ordering Support ‘
HOME TelePresence
SOLUTIONS
Data Center
Welcome to Mobility
Network Systems
Security

the human network

TelePresence

Unified Communications

» 2l m

Il o ]
I| & Internet | Protected Mode: Off #100% ~ & Internet | Protected Mode: Off ®100% ~
0 15 16 3l
49888 16-bit Samrce Port Nurdher 16 it Destination Port Huriber 80
0 15 16 3l
49890 16-bit Soree Port Nurher 16-bit Destination Port Hurabe r 80

S e T r T P TP T Er P P EY P TR PEY LR PR

80 16-bit Sawee Port Humber 16-bit Destination Port Nunbex 49888
0 15 16 31

80 16-bit Somrce Port Number 16 it Destination Port Nurdher 49890




SOCKET

192.168.1.101

Source Port Destination 198.133.219.25
Port

‘." 49888 ﬁso

WWW.CiSCo.com

 Kombinovanjem broja porta na transportnom sloju i IP adrese na
mreznom sloju se na jedinstven nacin identifikuje konekcija (aplikacija)
koja se izvrsava

— Kombinacija IP adrese i broja porta zove se socket.

 Komunikacija(flow) izmedu dve aplikacije se na jedinstven nacin
identifikuje koristeci izvornu i odredisnu IP adresu i brojeve porta zove se
socket pair.



SOCKET

192.168.1.101

“{ 49888

. Source Port Destination 198.133.219.25

Port

WWW.Cisco.com

* Socket na klijentskoj strani uklju€uje izvorisnu IP adresu i izvoriSni broj porta
— 192.168.1.101:49888

* Socket na Web serveru ukljucuje odredisnu IP adresu i odredisni broj port:
— 192.133.219.25:80

 Kombinacija ova dva socket-a zove se socket pair:
— 192.168.1.101:49888, 192.133.219.25:80




PRIKAZ KONEKCIJA NA RACUNARU

7 Google - Microsoft Internet Explorer =1of x|
Fle Edit View Favorites Tools Help | e
o= 0 Jﬂ S| S G GBS
Addressl.ei']lup v.google. o J QG |Lk ‘mS aclt [
Google - | J|C,5 & - | PV 5 Ehobiocked » |11
nalized Hor \M;I
GO( )Q[Q
e (G\WINDOWS\system32 \cmd.exe
TCP
ili C:srnetstat —n
UDP T I

Local Addyess

172.17.158.112:1833
1834
1842

172.17.158.112
172.17.158.112
172.17.158.112:1858

172.17.158.112:1869
172.17.159W.112:1332
172.17.158.112:1333
172 17 16A_112:11734
172.17.158.112:1335
172.17.158.112:1336

'3 Cisco Systems, Inc - Microsoft Internet Explorer

Foreign 'Address
172.16.1.44:524
172.16.1.44:524
205 .188.92.73:5198
64.12_165.95:5198
207 .62 _185_.148:143
18 . 133417 £ HHA
178.133.219_25:808
198 4133 249 _PL:-RA
64.15%4_88.254:80
66.182_7.99:-88

File Edit View Favorites Tools Help

O Back - > lﬂ |§| : / I Search u\ Favorites {F-‘ |

Address Ig http: /e, cisco. com, j ﬂ Go

C:).Jg|€v| jl () Search - | @New' 5o E\'_’IDIJI
Cisco SYSTEMS Lo I

State
ESTABLI
ESTABLI
ESTABLI
ESTABLI
ESTABLI
TIME_WAI

ESTABLI
ESTABLI
ESTABLI
ESTABLI D

 Napomena: Kada ucitavamo web stranu i njene objekte obicno se uspostavljaju

nekoliko TCP sesije.



USPOSTAVLIANJE SESIE

Uspostavljanje sesije (establishing session) obezbeduje da je aplikacija
spremna da Salje i prima podatke




USPOSTAVLIENJE KONEKCUE

Server

Client 1 HTTP: Port 80 Client 2
SMTP: Port 25
._ [ Klijent $alje zahtev TCP ] .
F »

serveru

HTTP Request: SMTP Request:
Source Port: 49152 Source Port: 51152

Destination Port: 80 \ / Destination Port: 25

[ Koristi sluajan broj porta za izvorisni port




USPOSTAVLIENJE KONEKCUE

Server

HTTP response:
Source Port 80
Destination Port 49152

SMTP Response:
Source Port 25
Destination Port 51152

Client 1 HTTP: Port 80 Client 2
SMTP: Port 25

[ Klijent 3alje zahtev TCP ]
F

serveru

Server odgovara TCP klijentu na odredisni port koji je saznao iz zahteva
koji je klijent prosledio njemu pri inicijalizaciji konekcije




USPOSTAVLIENJE KONEKCHE

B

1 Send SYN
(seq=100 ctl =SYN)

SYN received

SYN received
(3)  Established

(seq=101 ack=301
ctl=ack

TCP je pouzdan protokol jer ima mehanizam za uspostavljanje konekcije i
pracenje sesije.

Konekcija izmedu dva hosta mora prvo da se uspostavi pre nego sto se krene sa
razmenom podataka (Three-way Handshake)

Nakon zavrsetka sa razmenom podataka sesija se zatvara i konekcija prekida



USPOSTAVLIENJE KONEKCUE

Three-way handshake procedura:
Utvrduje prisustvo odrediSnog racunara u mrezi.

Utvrduje dostupnost servisa na odredistu i da i
aplikacija slusa na definisanom odrediSnom portu

InformiSe se odrediste da klijent zeli da uspostavi
sesiju sa tim brojem porta

@ Send SYN

(seq=100 ctl =SYN)

SYN received

Established
(seq=101 ack=301
ctl=ack)

3
SYN received

Send SYN, ACK @
(seq=300 ack=101
ctl=syn,ack)




TCP KOMUNIKACHA

A "Let's talk." B

TCP S¥YMN packet
"Sure, let's talk."
TCP SYNJACK packet
“Great, we have a connection.”
TCP ACK packet

"I need you to send me some data.”

TCP data segment
“Thanks, | received your reguest.”
TCP ACK packet

"Here is the data you want."

TCP data segment{s)

"Thanks. | received my data.”
TCP ACK packet

“l amn finished and have no more data fo send.”
TCP FIN/ACK packet

g "l am finished as well. Thanks."

-




TCP KONTROLNI BITOVI

File Edit Wiew Go Capture Analyzd

S & e RERTR

Filter: Ihtuj Sequence Number (32)

Source Port (16) Destination Port (16)

Mo, |T|n1e |Snur::e

1010 9.73430700 173. 37. 145 Acknowledgement Number (32)
1012 9.79521200192.168.1.

1016 9. 84428000 66.117. 23. Header Control Bits .
1017 10.0038130 e80::15F]  Length (4) Reserved (6) (6) Window (16)

l|

® Frame 1012: 950 bytes on | Checksum (16) Urgent (16)
® Ethernet II, Src: Intelco

H Internet Protocol Version .
= Transmission Control Prot Options
Source port: 49889 (498
Destination port: http Application Layer Data
[stream index: 12]
Sequence number: 2457 (relative sequence number)
[Next sequence number: 3353 . .
Acknowledgment number: 8167 ContrOI Blts (FlagS) (6 blta)
Header length: 20 bytes
|# Flags: 0x018 (PSH, ACK) ]
window size value: 65520
[calculated window size: 65520]
[Wwindow size scaling factor: -2
# Checksum: 0Oxfe88 [validation disable
[SEQ/ACK analysis]
# Hypertext Transfer Protocol

— Ukazuje na tip(Syn, Ack, Fin,...) TCP segmenta i koriste
se za upravljanje TCP sesije




TCP FLAGS

Source Port (16)

Destination Port (16)

Sequence Number (32)

Acknowledgement Number (32)

Header

Length (4) Reserved (6)

Checksum (16)

Control
Bits (6)

g

Applicatl

Window (16)

- Flags: 0x002 (SYN)
000, ... ....

L =
nnn

=
(11| | R I 1 I

Reserved: MOT set

MOonce: NOT set

congestion wWindow Reduced (CwR): NOT set
ECHN-Echo: NOT set

urgent: NOT Set

Acknowledgment: Not set

Push: NoT set

ReseT: NOT ser

Syn: Set

Fin: NOT ser
—

* U TCP kontrolnom polju mogu se setovati 6 bita koji upravljaju TCP sesijom

— Svako polje je veli¢ine 1 bita i zove se flag.

— Flag moze da sadrzi 1(ukljucena opcija) ili O (iskljucena opcija).



USPOSTAVLIENJE KONEKCHE

U TCP koriste se 6 flag-a za upravljanje konekcijom:

— URG - (0x020) Urgent pointer field significant

— ACK - (0x010) Acknowledgement field significant
— PSH - (0x004) Push function

— RST - (Ox003) Reset the connection

— SYN - (0x002) Synchronize sequence numbers

— FIN - (0Ox001) No more data from sender

http://packetlife.net/blog/2011/mar/2/tcp-flags-psh-and-urg/
http://www.firewall.cx/networking-topics/protocols/tcp/136-tcp-flag-options.html



http://packetlife.net/blog/2011/mar/2/tcp-flags-psh-and-urg/

FAZE U USPOSTAVLJANJU KONEKCUE

15 16

31

16-bit Source Port Number

16-bit Destination Port Number

32-bit Sequence Number

32 bit Acknowledgement Number

4-bit Header 6-bit U P S| F
Length (Reserved) | R €| S| S ! 16-bit Window Size
g K H T NN
—

16-bit TCP Checksum

16-bit Urgent Pointer

BAAANY

Options (if any)

SEEEENEN

Data (if any)

O)

(seq=

Send SYN
100 ctl =SYN)

> |SYN received

SYN received
Established

(seq=101 ack=301

ctl=ack)

send SYN,Ack (2)
/ (seq=300 ack=101
ctl=syn,ack)




FAZE U USPOSTAVLJANJU KONEKCUE

15 16

31

16-bit Source Port Number

16-bit Destination Port Number

32-bit Sequence Number

32 bit Acknowledgement Number

4-bit Header
Length

6-bit
(Reserved)

S|\ F
|
N N

T0D

S|

16-bit Window Size

16-bit TCP Checksum

16-bit Urgent Pointer

NAN AN

Options (if any)

AR AR

Data (if any)

O

Send SYN

(seq=100 ctl =SYN)

> I1SYN received

SYN received

Send SYN,Ack (2)
(seq=300 ack=101
ctl=syn,ack)

3

Established

(seq=101 ack=301

ctl=ack)




FAZE U USPOSTAVLJANJU KONEKCUE

[0} 15 16 31

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

32 bit Acknowledgement Number

4-bit Header 6-bit Uy AP S| F
Length (Reserved) | J S| S| Y ! 16-bit Window Size

d <iH T| N N
16-bit TCP Checksum 16-bit Urgent Pointer

Options (if any)

NAN AN
AR AR

Data (if any)

@ Send SYN » ISYN received
(seq=100 ctl =SYN)

send SYN,Ack (2)
/ (seq=300 ack=101
SYN received cti=syn,ack)
Established

(seq=101 ack=301
ctl=ack)




FAZE U USPOSTAVLIANJU KONEKCIJE (WIRE SHARK)

Fle Edit View Go Capture Analyze GStatistics Telephony Tools [Internals  Help

B o 8 |  BEXZEE A¢e+aTFL/IBEE QAQAO WEM X B

FiIter:I j Expression... Clear  Apply Save

No.  |Time |Source |Destination |Protocel |Length  Jinfo =
1 0.000000000 192.168.1.116 72.167.239.239 TCP 66 50135 > http [5YN] Seg=0 Win=8192 Len=0 M55=1260 W5=4 5.
£ U U3LL3/U00 192, 1b8.1.110 F2.104. 239, 234

Db JUL3D > NTTP [5YN]

3 0.054550000  72.167.239.239  102.168.1.116

seqQ=U Win=613Z Len=U M55=1.0U Wo=4 5
66 http > 50135 [5¥N, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55
4 0.054747000 192.168.1.116 72.167.239.239 54 50135 = http Seg=1 Ack=1 Win=66780 Len=0

5 0.055064000 192.168.1.116 72.167.239,.239 266 GET /MEMwQTA%ZFMDOWOZAJIBQUr DQMCGQUABBTKIINKEBAZXKFOQhOpe
6 0.078584000 72.167.239.239 192.168.1.116 66 http > 50136 [5YN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=
7 0.078805000 192.168.1.116 72.167.239.239 54 50136 > http [ACK] Seg=1 Ack=1 Win=66780 Len=0 ﬂ

TCP
TCP



FAZE U USPOSTAVLJANJU KONEKCIE (WIRE SHARK)

File Edit View Go Capture Analyze GStatistics Telephony Tools Intermals  Help

2w e BEExX2s acesaTFiEEQaaan a¥® %O
Filter: I j Expression... Clear Apply Save
Na. |Time |Source : |Destination |Protocol_|Lenath  [Info i : =

50136 > http [SYN]

2 0.031137000 192.168.1.116 8192 Len=0 M55=1260 W

U. .16/, 3. 0
4 0.034747000 192.168.1.116 54 50135 > http [ACK] Seq=1 Ack=1l wWin=66780 Len=0
5 0.0553084000 192.168.1.116 72.167.239.239 HTTP 266 GET /MEMwQTA%2FMDOwWOzAJBgQUr DgMCGQUABBTKIINKEBAZXKFOQhOpe
6 0.078584000 72.167.239.239 192.168.1.116 TCP 66 http = 50136 [5YN, ACK] Seg=0 Ack=1 Win=5840 Len=0 M55=
7 0.078B05000 192.168.1.116 72.167.239.2390 TCP 54 50136 = http [ACK] S5eq=1 Ack=1l wWin=66780 Len=0 LI
1 | i

# Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
& Ethernet II, Src: IntelCor_45:5d:cd4 (24:77:03:45:5d:c4), Dst: CiscoCon_cc:aD:85 (cB:d7:19:cc:a0:85)
# Internet Protocol Version 4, Src: 192.168.1.116 (192.168.1.116), Dst: 72.167.239.239 (72.167.239.2329)
= Transmission Control Protocol, Src Port: 50136 (50136), Dst Port: http (80), Seq: 0, Len: O

source port: 50136 (50138)

Destination port: http (BO)

[stream index: 1]

Sequence number: 0 (relative sequence number)

000, .... .... = Reserved: Not set
.0 ... .... = Nonce: Not set
0... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: NoT set
.0, .... = Urgent: NOT set
.0 .... = Acknowledgment: Not set
0... = Push: Not set
B & o - Al t

Window size wvalue: 8192
[calculated window size: 8192]

# Checksum: 0x0284 [validation disabled]
# options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (MOP), No-Operation (NOP), SACK p

| | |




FAZE U USPOSTAVLJANJU KONEKCIJE (WIRE SHARK)

File Edit W¥iew Go Capture Analyze Statistcs Telephony Tools Internals  Help

=1 = Feye]

B o el BE X228 QAT IL|(|BEE QAQAQf MMk B
Filter: I j Expression... Clear Apply Save
Mo, |Time |source |pestination |Protocol _|Length _|info =

1 0. 000000000 192.168.1.116 72.167.239.239 TCP 66 50135 = http [5¥YN] Seq=0 Win=8192 Len=0 M55=1260 WS=4 5

W 0 g o 0 0 » W o 1 o 2 W i~ —810 W = =00

E] http = 50135 o [ i 0om

4 U.Uod4gd - = Jra. + 3 . . » . = = - Ll L) =. = W =1l = L

5 0.055084000 192.168.1.116 72.167.239.239 HTTP 266 GET /MEMwOTA%ZFMDOWOZAIEQUr DgMCGQUABBTKIINKBAZXKFOQhOpe

6 0.078584000 72.167.239.239 192.168.1.116 TCP 66 http > 50136 [SYN, ACK] Seg=0 Ack=1 Win=5840 Len=0 M55=

7 0.078805000 192.168.1.116 72.167.239.239 TCP 54 50136 > http [ACK] Seg=1 Ack=1l Win=66780 Len=0 :j
| | 2l

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0 =

Ethernet II, Src: CiscoCon_cc:a0:85 (c8:d7:19:cc:a0:85), Dst: IntelCor_45:5d:c4 (24:77:03:45:5d:c4)
Internet Protocol version 4, src: 72.167.239.239 (72.167.239.239), Dst: 192.168.1.116 (192.168.1.118)
Transmission Control Protocol, Src Port: http (80), Dst Port: 50135 (50135), sSeq: 0, Aack: 1, Len: O
Source port: http (80)

Destination port: 50135 (50135)

[stream index: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 1 {relative ack number)

Flags: 0x012 (5YN, ACK

= Reserved: Not set

O

.0 .... .... = Nonce: NoT set
O0... .... = Ccongestion wWindow Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set

[Calculated window size: 5840]
# Checksum: 0x491d [validation disabled]




FAZE U USPOSTAVLJANJU KONEKCIJE (WIRE SHARK)

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals  Help

S el BEXE2E Ae=sTL|(EE Qe dEmx &8
Filter:l j Expression... Clear Apply Save
No. |Time |source |Destination |Protocol_|Length _ |info =
1 0.000000000 192.168.1.116 72.167.239.239 TCP 66 50135 > http [5¥YN] Seq=0 Win=8192 Len=0 MS55=1260 WS=4 S
2 0.031137000 192.168.1.116 F2.167.239.239 TCP 66 30136 > http [SYN] Seq 0 win=8192 Len=D MSS—IZED ws=4 5,
G 0.0?8584000 72. 16? 239 239 192.168.1.116 TCP 5131 http = 50136 [S¥N, ACK] seq=0 Ack—l w1n=5340 Len=0 M55=
7 0.078805000 192.168.1.116 72.167.239.239 TCP 54 50136 > http [ACK] Seg=1 Ack=1l Win=6&6780 Len=0 :J
4 | i
Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

Ethernet II, Src: IntelCor_45%:5d:cd4 (24:77:03:45:5d:c4), Dst: Ciscofon_cc:a0:85% (c8:d7:19:cc:a0:85) —

Internet Protocol version 4, Src: 192.168.1.116 (192.168.1.116), Dst: 72.167.239.239 (72.167.239.239)

Transmission Control Protocol, Src Port: 50135 (50135), Dst Port: http (80), Seq: 1, Ack: 1, Len: O
Source port: 50135 (50135)

Destination port: http (80)

[5tream index: 0]

Sequence number: 1 (relative sequence number)
AcknowWedgment number 1 (relative ack number)

0HEEMH

NoT set
L0 L. o... = NONCe: NOT s5et

O... .... = Congestion wWindow Reduced (CWR): NoL set
.0.. .... = ECN- Echo Not set

000 = Reset NOT set
.0. = Syn: NoOt set
vere aee. ...0 = Fin: NOT set
Window size value: 16695
[calculated window size: G6780]
[Window size scaling factor: 4]
& Checksum: 0x5Ff88 [validation disabled]

[ P P [N S |

1



RASKIDANJE KONEKCUE

A

..l

9 Send ACK
ACK received 4"""'"'—_—-—_
*._——-_-_-—9 Send FIN
FIN received

Send ACK
o——-—-—-—"‘—)' ACK received

* Host A salje segment sa setovanim FIN bitom.

* Host B odgovara sa setovanim ACK bitom.

* Host B odgovara sa segmentom kome je setovan FIN bit.
* Host A odgovara sa setovanim ACK bitom.



RASKIDANJE KONEKCIJE (WIRESHARK)

File Edit View Go Capture Analyze GStatistics Telephony Tools Intermals  Help

& o el BEEX2E AT LIEBIQQAELA | #MME B

FiIter:I j Ewpression... Clear Apply Save

Mo, |Time |source |Destination |Protocal |Length  |Info ﬂ
10 0.101987000 72.167.239.230 192.168.1.116 TCP 1314 [TCP segment of a reassembled PDU]
11 0.102085000 72.167.239.239 192.168.1.116 OCSP 1098 Response
12 0.102163000 192.168.1.116 72.167.239.239 TCP 54 50135 > http [ACK] Seq=213 Ack=2305 Win=66780 Len=0

LUZZY90U0U 192,108, 1.110 F2.107. 2349, £3Y 4 3UL3Y > NLLP LFLN, ACK] >eq=<13 ACK=Z3U3 WIN=Db/5U Len=
102440000 f2.167.239.239 192.168.1.116 http > 50135 [FIN, ACK] Seq=2305 Ack=213 wWin=6912 Len=0
102526000 192.168.1.116 f2.167.239.239 50135 > http [ACK] Seq=214 Ack=2306 Win=66780 Len=0
127737000 72 167, 230 230 192 168, 1,116 0126 [ACK og=1_Ack= y/i=H0

A B

™ »
Send FIN Q .| FIN received
€ send Ack
ACK received |=&=
FIN received | OSe”d h
Send ACK O —==| ACK received




POLJA ZA POUZDAN PRENQOS

SN (sequence number) i Ack polja obezbeduju
pouzdan prenos.

Source Port | Destination Port | Sequence Number | Acknowledgement Numbers

SN koisti odrediste da bi saznalo koji je zadnji SR e ]
| am sending 10 bytes. | expect byte #11 next.

poslat segment, a Ack koristi izvor da bi saznao

Sta je odrediste zadnje primilo. H NetworkDI'

SN broj ukazuje na prvi bajt u segmentu. Na

. v . . Source Dest. Seq. Ack.
osnovu ovog broja mozemo da odredimo broj [ | = | 1| [0
prenetih bajtova

Source Dest. Seq. Ack.
TCP koristi ACK broj kojim prijemnik ukazuje koji L= | om | + PRI
je slededi bajt koji ocekuje da primi e beet - .

more bytes starting with

(expectational acknowledgement). 1028 S B byte #11




UPROSCEN MODEL POUZDANOSTI

Send 1

Receive ACK 2

Send 2

Receive ACK 3

Send 3

Receive ACK 4

VAVAY!

Window size = 1

Receive 1

Send ACK 2

Receive 2

Send ACK 3

Receive 3
Send ACK 4



UPRAVLIANJE TCP SESIJOM

Acknowledgement

Source Port| Destination Port | Sequence Number Numbers
Start with byte #1,
I am sending 10 bytes.
Metwork
Source Dest. SN ACK # 10 bytes
1028 23 1 1
Source Dest. SN ACK #
23 1028 1 11
Source Dest. SN ACK# | Next 10 bytes starting with byte 11
1028 23 11 2




KONTROLA TOKA (FLOW CONTROL)

0 15 16 31

16-bit Source Port Number 16-bit Destination Port Number

32-bit Sequence Number

32 bit Acknowledgement Number

4-bit Header 6-bit UAPRSIF
Length (Reserved) |R ¢SS Y1 16-bit Window Size
KHT NN
16-bit TCP Checksum 16-bit Urgent Pointer
Options (if any)
Data (if any)

* Ukoliko cekamo Ack za svaki primljeni segment komunikacija bi bila ne
efikasna.

 TCP ovaj problem resava prosldujuci segmente na osnovu veliCine polja
“window”.
— Polje window odreduje broj segmenata koje posSiljaoc moze da posalje
bez potvrde prijema (Ack)



KONTROLA TOKA (FLOW CONTROL)

Kontrola toka i Pouzdanost

Window size definiSe broj bajta ,
unutar ACK poruke, signalizirajudi
drugoj strani koliko bajta sam
spreman da primim

Ukljuen je u svakom TCP
segmentu pocCev od three-way
handshake komunikacije

TCP je full duplex servis

— Klijent i server nezavisno
odreduju svoj window size.

Client E

SYN, SEQ=8563

SYN, ACK Received

SYN, ACK,
SEQ=8564
ACK=1679

HTTP Request
(GET)

Client Windo,,

Size=5,00

Web
Server

SYN Received

SYN, ACK,
SEQ=1678
ACK=8564

SYN Received



KLIZAJUCI PROZORI (SLIDING WINDOWS)

TCP implementira kontrolu toka povecéavajuci /
smanjujudi veliCinu prozora. ”~ ~

Sender Receiver

— Window size se menja tokom trajanja
konekcije. Transmit

Yvy

Da se segment ne bi odbacio na prijemnoj strani,

indikator u vidu veliCine prozora primlac salje
v.ls . Not ready
posiljaocu da uspori (Flow control). Stop - Buffer full
Process
Segments
R
Go I < %2 | Buffer OK

Resume Transmission

el
>




KONTROLA TOKA (FLOW CONTROL)

Client Windo
Cllent l Si2e=5'000 w

ACK=5,001

ACK=10,001

»

server WindoW _
‘S.‘ze=10,000/...

C"ent Window

Si2e=5’000

gerver WindowW

B
e

e

MSS je 1,000 bajta
Web : :

Server  Send
SEQ=1 (to 1,000) Window=>5,000

SEQ=1,001 (to 2,000)
SEQ=2,001 (to 3,000)
SEQ=3,001 (to 4,000)
SEQ=4,001 (to 5,000)

Send Window:
Byte 10,000

SEQ=5,001 (to 6,000)
SEQ=6,001 (to 7,000)
SEQ=7,001 (to 8,000)
SEQ=8,001 (to 9,000)
SEQ=9,001 (to 10,000)



KONTROLA TOKA (FLOW CONTROL)

Host B downloading 10 KB
fajl sa Hosta A.

Window size je podeSena
na 3 KB.

Host B uzima za veli€inu
segmenta 1 KB (maximum
segment size).

SEQ1 | Bytes1-1000

SEQ 1001 | Bytes 1001 - 2000

SEQ 2001 | Bytes 2001 - 3000

SEQ 3001 | Bytes 3001 - 4000

SEQ 4001 | Bytes 4001 - 5000

SEQ 5001 | Bytes 5001 - 6000

\INI

ACK = 3001

ACK = 6001



UPRAVLIANJE TCP KONEKCIJOM

»
Sender Window size = 3000 Receiver

1500 bytes
EE‘QUE‘HGE‘ number1 —- REEEhI"E 1 - 15[}[}

1500 b

Sequence number 1501 _yrtes}_ Receive 1501 - 3000

Receive Acknowledge |- Acknowledgement number
Sequence number 3001 1500 bytes X Segmer!t 3 is lost benguse of
congestion at the receiver.
1500 b
Sequence number 4501 yies | Receive 4501 - 6000

Receive Acknowledge | s—— Acknowledgement number
Window size =




